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MIHQOPMaLWA MO NCMONb30BaHMKO
PykoBOACTBa

Bnarogapum Bac 3a nprobpeTeHue npogykumm cepum acNet. Hactoslee pykoBOACTBO OTHOCUTCA
K VIHTeNneKkTyanbHbIM KapTaM ceTeBoro MoHnTopuHra acNet(SNMP) anst ogHoda3HbIX MCTOUHNKOB 6ec-
nepe6oriHoro nutaHus (MBM). Ans a¢pdekTmBHOro, 6e30nacHoro 1 HageXHoro 1crnosb30BaHNsA AaHHOTO
YCTPOICTBA MOHUTOPUHTA, yNpaBieHns 1 nHterpaumm VMM B ceTeByto MHGPACTPYKTYpy HACTOSATENIbHO
peKkoMeHAyeTcss BHMMaTe/IbHO 03HAaKOMUTBLCS C COAEPXaHNeM HaCTOSLLLEro pyKOBOACTBA B MOJIHOM
obbeMme, yaenns 0Cob0e BHUMaHMe pasjenam, KacatoLLMMCa TEXHVKM 6€30MacHOCT 1 NpeayrnpexXaeHWii.

JevictBytoLlas Bepcust gokymeHTa — 1.1.001; npy Hannunm o6HOBNEHWI CielyeT PyKOBOACTBOBATLCA
nocnejHeli Bepcueli pykoBoACTBa No 3KCryaTaumn. HacTosLee pykoBOACTBO pa3/je/ieHO Ha HeCKOIbKO
paszenos, MOCBALLEHHbIX OMMCaHMI0 N3N N HAaCTPOliKe ero GYHKLMIA; NPy HEOBXOAMMOCTY Bbl MOXeTe
obpallaTbCsa K COOTBETCTBYOLLUMM pasjenam.

MpumeuaHne

Hawa komnaHusa ocyulecTBnder MOJIHbIN cnekTp pa60T Mo TexHn4yeckomy O6C11y)KI/IBaHI/IPO N PEMOHTY
MBIM. 3aka3unk MOXeT 06paTUTLCS 33 MOMOLLbIO B HALL F1aBHbIA OPUC UV PerroHanbHbI aBTOPU30-
BaHHbIN CepBI/ICHbIIZ LEeHTP. Ecnn He OroBopeHo NHoe, HacTosLlee PykoBOACTBO MOXKET MCMNO/1Ib30BaThbCA
TOJIbKO B Ka4yecTBe NHCTPYKUMWN ANs I'IOI'II:3OBaTeI'IeI7I, n ntobas cojepxaljanca B HEM I/IHC')OpMaLU/Iﬂ
He nojpa3symeBaeT HMKaknx rapaHTuii. MNpun mogepHusaumm VBN nan no gpyrm npyyrHam HacTosLee
PYKOBOACTBO MOXET 6bITb O6HOBEHO B O4HOCTOPOHHEM MOPSAKE 6€3 NPeABapUTENLHOTO YBEAOMIEHVIS.
AKTyaﬂbele BepCcrn JOKYMeHTauMn pasmMelleHbl B COOTBETCTBYHOLKMX pa3jesiax Ha canmTax KoMnaHum
www.impuls.energy.

Bce npaBa 3alyyLLEeHbI.

NMPUMEYAHUE:

B cnyyae BO3HVKHOBEHUS BOMPOCOB MO COAEPXAHMI0 HACTOSILLEro PyKOBOACTBA Npocb6a
o6paLlaThCs K HaM OAHVIM U3 CIeZyHOLLIX CMOCOB0B:

000 «CUCTEMOTEXHUKA» J +/ (495) 256-13-76

125239, MockBa,

yn. Kontesckas, 73, cTp. 1
+7 (495) 256-13-76
info@impuls.energy
www.impuls.energy
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WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA MOHUTOPUHT ogHOda3HbIX BT

1/ BBeaeHne
o

1.1 | HasHaueHne

KapTta acNet — nHTennekTyanbHbIA MOAY/lb CETEBOrO MOHUTOPUHIA, 06ecrneyrBatoLLli MOAKIOYEHe
MBI k ceTn nepeaayn AaHHbIX. Mogynb 0XBaTbIBaET LUMPOKMNIA CNekTp 3aga4 MoHuTopuHra BN B pas-
JINYHBIX CLeHapUAX 3KCnayaTauum.

TekyLiee coctostHKe MBI gocTynHO Yepes Beb-nHTepdeiic kapTbl acNet — A0CTaTOUHO OTKpPLITL bpaysep
1 nepeiitn no IP-agpecy yctpoicrtea. Ans nHterpaumm MBM B LeHTpanr3oBaHHyO cucTemy ynpasie-
Hua kapTa acNet npesocTaBNseT CTaHAaPTHbIE NPOMbILLAEHHbIe NpoTokobl: SNMP (Simple Network
Management Protocol), ModbusTCP n MQTT. lonoNHUTeNbHO B COCTaB peLleHns BXOAAT GrpMeHHoe
MO LeHTpann30BaHHOIO MOHUTOPWHIa 1 0bnayHas loT-nnatdopma.

KapTa acNet ocHallieHa NOJHOLEHHO CUCTEMOIA aBapuiAHOro ornoBeLLeHUs. MpY BO3HVKHOBEHNN Hewc-
npaBHocTU UBI yBeAOMNEHVISi MTHOBEHHO OCTaB/IStOTCA OTBETCTBEHHbIM CreLManncTam no 31eKTPoHHON
nouyte, SMS 1 ro0CcoBLIM BbI30OBOM, UTO M03BO/ISIET ONEPATUBHO NMPUCTYMUTL K YCTPAHEHVIO HeMoMagKu.
BcTpoeHHble CpeAcTBa aHaNNTVIKL COXPaHSOT AaHHble VB, aBapuiiHble COBbITUS U CUCTEMHBIE XypHarbl,
oTo6paxasi HaKoMIeHHY NHPOPMaLMIO B BUAE HArNSAHbIX rpadrikoB 1 OTHETOB.

[ns 3aLMThl NOAKIFOUEHHOIO 060PYA0BaHUNSA OT HEKOPPEKTHOMO 3aBepLUeHMs PaboThl MpW NponagaHnn
CeTeBOro NMUTaHVA UV KPUTMYeCKoM paspsije baTapeii kapTa acNet B3aMMOo/eicTByeT C areHTamu 3a-
BepLUeHWs paboTsl (shutdown agents) Anst pasnnyHbIX ONepaLMoHHbIX CUCTeM. AreHT MoJlyyaeT oT KapTbl
acNet komMaHAy Ha BblK/lOUeHMe 1 KOPPekTHO 3aBepLuaeT paboTy OC, MpejoTBpallas noBpexaeHuve
AaHHbIX 1 GaliNoBOWN CUCTEMBI.

1.2 | PYHKLMOHA/IbHbIE BO3MOXXHOCTM

+  Beb-gocTyn — NoAHbIN KOHTPOb Haj VIBM 1 HacTpoiika kapTel acNet yepes 6paysep

+  Toaaepxka npotokonos SNMP, ModbusTCP, MQTT u apyrux — roToBble nHTepdelicsl ANS NHTe-
rpauuv B CTOPOHHME CUCTEMbI MOHUTOPUHTA

+ Y1unuta IPsearch — aBTomaTtnyeckoe obHapyeHve yCTPOCTB B I0KaNbHON ceTu, 06HOBNEHMe
BCTpOeHHOro MO 1 HacTpolika NapameTpoB

+ ABapuiiHoe onoBelleHrie — SNMP TRAP, e-mail, SMS 1 ronocoBble BbI30Bbl MpY Hencnpas-
Hoctu MBI

N ﬂO,D,,D,Ep)KKa AATUMKOB paclLNpPeHn — KOHTPOJIb TeMNepPaTypbl, BJIAXXHOCTU N HAaNNYNA BOAbI
*  AreHTbl 3aBepLueHna pa6OTbI — aBTOMaTn4yeckoe KoOppekTHOoe BbIK/Ilo4YeHVe cepBepoB Npu aBsapun
N LLEHTpa}'II/BOBaHHbIVI MOHUTOPWHI — N10KaJ/ibHbIE U obnayHble |OT-peUJeHI/I‘iI

1.3 | Hauano ucnonb3oBaHus

1.3.1. NopgknioueHne MBI Kk ceTn yepes KapTy acNet

Mocne yctaHoBkM kapTbl acNet B MBI 1 noakntoueHns eé k cetn yepes nopt Ethernet, coctosHme NBM
AOCTYMHO AN MPOCMOTPa C I1060ro KOMMbIOTEPa, MEtoLLLero 6paysep — A0CTaTouHO BBeCTY IP-aapec
KapTbl acNet.

Bepcus 1.1.001
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VCTOYHWKW BECMEPEEOMHOMO NMUTAHUSA MOHUTOPUHT ogHOba3HbIX VB

1.3.2. Npo3payHblihA MOHUTOpPUHT VBN

Mpn HaNN4YMK CeTeBOro NOAKNIOYEHNS Yepes bpay3ep JOCTyrneH NoHbIN 06bEM HGopMaLmn: paboyne
napametpsl MBI, HacTpolriku, Tekyllee coctosHme. KapTa acNet B peasibHOM BpeMeHW oTcnexmnsaeT
HeluTaTHble CUTyauun 1 HeMeaJleHHO yBeAoMAseT agMuHucTpatopa rno e-mail 1 SNMP Trap. Mpu noa-
KNtoYeHn Moayns SMS-onoseLLeHVs JOMONHUTE/IbHO JOCTYMHAa PAaCChlKa TEKCTOBLIX COODLLEHUIA.

Mpv NOAKMYEHUV BHELLHVX AaTHMKOB (3aTOMEHWs, TemnepaTypbl 1 BAaXHOCTA) B Be6G-MHTepdelice
TaKxe oTobpaxatoTcs napaMeTpbl OKpy>XXaroLLelt cpesbl.
1.3.3. CueHap NnpyUMeHeHns

YAanéHHbIi MOHUTOPMHT pacnpefenéHHbIX 06beKToB. CUCTEMHOMY aZIMUHMCTPaTOPY TpebyeTcs
KoHTponupoBaTb VBMM B dunnanax A, B n C n3 egnHoro LeHTpa. loctaTouHo ycTaHoBUTL kapTy acNet
B KaXAbliA VIBIT — agMUHMCTPATOP NoyyaeT yAanEHHbIN JOCTYN KO BCeM YCTPOCTBaM Yepes CceTb.

MOHUTOPUHT cpefbl 6€3 $pM3MYECKOro NPUCYTCTBUA. [1s1 KOHTPO/IS MapamMeTpOB CepBEPHON, cknaaa
nnv odprica 6e3 Bblessa Ha 06bEKT OCTaTOUHO MOAKMOUNTL COOTBETCTBYHOLLME AATUUKU PACLLUMPEHWS.

1.4 | O6Lwwme napameTpbl

CucteMHas 4acTota 11Ty,

o3y DDR3 128 Mb
Flash 128 Mb
CTopoxeBoli Talimep AA

RTC OA
CBeTOANOAHBIV MHAMKATOP 3

NHTepdeiic LAN 10M/100M

PacLlumpeHHbIi KOMMYHVKALMOHHBIN HTepdeinc  RJ11, MOXeT MOAKIOUaTLCA K yCTpoicTBam loT

1.5 | XapaKTepucTmnKm aneKTponuTaHus

BxogHoe HanpsixkeHne DC 12 B 8B 15B
BxogHoli Tok DC 300 MA 100 mA 500 MA

1.6 | XapaKkTepuUCTUKU OKpY>KatoLLel cpeabl

Pabouasa TemnepaTypa -20°C~70°C

Temnepatypa xpaHeHuns -40°C~85°C

Pabouas BNaxHocTb 10% ~ 90% RH (6e3 koHAeHcauum)
BnaxHocTb xpaHeHus 5% ~ 90% RH (6e3 koHAeHcaunmn)

BbicoTa Haj ypoBHEM MOpS 3000 meTpoB




PyKOBO,qCTBO no skcnayatTaunn

I/IMI-IyAbC KapTa ceTeBOro MOHMUTOpPYHIa

acNet (SNMP)
VCTOYHWKW BECMEPEEONHOMO MUTAHUS MOHUTOPUHT 0gHOba3HbIX VIBM

2 / BHelWwHWn” Bna
o0

2.1 | BHeLWHWIA BUA KapTbl

L

0,1 0,2 03 0,4

PucyHok 2.1. OnucaHue uHmepgelica:
1 - UHmepgelic USB; 2 - Cemesoli uHmep@elic Rj45;
3 - PacwiupeHHeili nopm COMM; 4 - Ceemoeoli uHOukamop

2.2 | FTa6apuTHbIe pasmepbl

Cnocob nogkntoveHns BblaeneHHbI 26-KOHTaKTHbIA CNOT

67.00mm

— = Gnn A 69.00mm
} ‘ O svs

—| O oata

43.00mm
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NCTOYHWKN BECMEPEBONHOIO NMUTAHUSA

2.3 | OnncaHue NopToB

WHTepderic USB USB 2.0, TYPE-A

PykoBOACTBO Mo 3Kcrnyataumm
KapTa ceTeBoro MOHUTOpPWHra
acNet (SNMP)

MOHUTOPUHT ogHOda3HbIX BT

WHTepdenc ETHERNET ~ CeTeBOW KOMMYHMKaLMOHHbIV HTepdeiic

WHTepderic COMM

BHeluHne yCTpOVICTBa pacwnpeHna, Takme Kak: 4aT4uK 3aTonaeHund, gaT-

UMK TemnepaTtypbl v BNaXHOCTX, MoAynb 4G (SMS-onoBeLleHne)

2.4 | OnpepeneHue cUrHaNoB nHTepgeiica

2.4.1. Nutepdetric Gold finger

J1-1 GND
J1-2 +12 B BXoA NUTaHmA
J1-3 RS232_TXD Bbixog 1
11-4 RS232_RXD Bxog 1
J1-5 RS232_TXD Bbixog 0
J1-6 RS232_RXD Bxoga 0
Mpouve NC

MPUMEYAHME:

3asemsieHne

Bxoa nutaHmns DC

Bbixog cnrHana RS232 (ansa ceasm)
Bxoga curHana RS232 (ans ¢Bsi3un)
Bbixog curHana RS232 (ana oTnaaku)
Bxog curHana RS232 (ana otnagku)
He ncnonbsyercs

KOHTaKT 1 nHTepdelica J1 Haxo4NTCA Ha 3aiHeli CTOPOHe neYaTHON NnaThl, CM. NpUMeYaHne

Ha PUCYHKe HIXKe:

PucyHok 2.3. 300HAA CMOpPOHa
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2.4.2. utepdeiic USB
CraHgapTHbIn nHTepderic USB 2.0 TYPE A.

2.4.3. NuTepdeiic Ethernet

J2-1
J2-2
J2-3
J2-4
J2-5
26
J2-7
J2-8

TD+
TD-
RD+
NC
NC
RD-
NC
GND

2.4.4. Nutepdeiic COMM

J3-1
13-2
13-3
13-4

+12 B BbIXOA NUTaHUS
RS485+

RS485-

GND

PucyHok 2.4. lMepedHas cmopoHa

PykoBOACTBO Mo 3Kcrnyataumm
KapTa ceTeBoro MOHUTOpPWHra
acNet (SNMP)

MOHUTOPUHT ogHOda3HbIX BT

OTnpaska JaHHbIX+
OTnpasKa fJaHHbIX-
MonyyeHne faHHbIX+
0O6wWMit KoHel,
O6WMin KoHel,
[MonyyeHvie JaHHbIX-
CBO6OAHbIN KOHTAKT

3asemneHune

BHellHee nuTaHme (Makc. nogaepxka 200 MA)
RS485 A

RS485 B

3a3emsieHne

Bepcus 1.1.001
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2.5 | CBeTOBbIE NHANKATOPbI

CocroaHne nuTaHus KkapTbl acNet
PWR (3enéHblif) 1. FopuT NocTosfAHHO: KapTa acNet NTaeTca HOpMasibHO
2. He ropunT: kapTa acNet He nony4aeT nuTaHve

CocrosaHwue cuctemMbl KapTbl acNet

1. He ropuT: cncrtema B Hopme

2. MuraeT: o6LWnii aBapuinHbIV curHan

3. TOPUT NOCTOSAHHO: CePbE3HbIli aBapUIHbIA CUTHaN

SYS (KpacHbIi)

CocTosiHme cBa3n mexay kapton acNet n UBM
DATA (KénTblif) 1. He ropuT: cBsA3b Mexay kaptoi acNet n Vbl B Hopme
2. Muraet: HeHopMmanbHas cBsi3b MexXay kapton acNet n ABM

2026



PyKOBOp'CTBO no skcnayatTaunn

I/IMI-IyAbC KapTa ceTeBOro MOHMUTOpPYHIa

acNet (SNMP)
VCTOYHWKW BECMEPEEONHOMO MUTAHUS MOHUTOPUHT 0gHOba3HbIX VIBM

3/ HacTtpouka kapTbl ACNet
000

3.1 | YcTaHOBKa o60pyAoBaHuUsA

3.1.1. YcTtaHoBKa cnoTa KapTbl acNet

HekoTopble MOAENN UMeT CNOThl ANS KapT, YCTaHOB/IEHHbIE nepey, OTNPaBKoW ¢ 3aBoga. Cneayrite
pasgeny 3.1.2 ana yctaHoBKM KapTbl acNet;

[Ans Mozieneii 6e3 ycTaHOBNEHHOTO C/10Ta /151 KapT 06paTTech K MECTHOMY aBTOPU30BaHHOMY Aviepy
U COTPYAHVKaM MOCIENPOAAKHOI0 06CYXXMBaHWS A/1si 3aBepLUEeHMs ycTaHoBKU. He pas6upaiite VBN
6e3 paspeLleHns A5 JoCTyna K BHYTPEHHWM Liensim!

=]

PucyHok 3.1.

NMPNMEYAHWME:
LIIJ noxanyicra, ybeantecs, 4to MBI BbIkNtOYEH Nepes ycTaHOBKOM cnoTa kapTel acNet!

3.1.2. YcTaHoBKa KapTbl acNet

KapTbl acNet, ycTaHOB/IEHHbIE Nepes OTNPaBKOM C 3aBOAa — MPOCTO MOAKMOYNTE NHTEPHET-kabenb
AN ncnonb3osaHus. Ecav Ha VIBM HeT kapTbl acNet, HEO6XOAMMO YCTaHOBUTL KapTy, Cesya npuse-
AEHHBIM HVXE Luaram.

Larn yctaHoBKM KapTbl acNet:

1: OTKpPYTWTE BUHTbI 3aLLMTHON KPILIKUN CI0Ta Y CHAMUTE KPbILLKY.

Bepcus 1.1.001
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NCTOYHWKW BECMEPEEONHOIO MUTAHUS MOHUTOPUHT 0gHOba3HbIX VIBM

2: BcraBbTe kapTy acNet 40 yropa rno HanpaensioLLer B CioTe.

3: 3aTAHUTE KpenéxHble BUHTbLI C 06e1X CTOPOH KapTbl.

ETHERNET

4: TloakntouunTe ceTeBo kabenb.

5: MOXHO ncnonb3osaTb nocne BkatoYveHus VBIM.

NMPNMEYAHWE:

kapTa acNet NoaAepXMBaEeT ropsyyto 3ameHy, obpaTuTe BHUMaHVe Ha PUCK MOPaxeHus
3NeKTPUYeCcKUM TOKOM Npu ycTaHoBke kapTbl acNet!




PyKOBO,qCTBO no skcnayatTaunn

MNY/A\bC

WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA MOHUTOPUHT ogHOda3HbIX BT

3.1.3. YcTaHOBKa faTUMKOB TeMMepaTypbl/BNa>XHOCTN M 3aTONNeHUs

Mcnonb3yliTe ceTeBoii kabenb Ans nogkntoueHuns nopta RS485 aatumka k nopty COMM (nopT RJ11) kapTbl
acNet. MpoBepbTe, rOpUT I MHANKATOP NUTaHWS AaTurKa. 3aTeM UCMoNb3yinTe 6pay3ep AN 4obaBneHVs
YCTPOWCTBA AaTUMKa 1 MPOBepKM MHOpMaLIMM O TeMmepaType 1 BNaxXHOCTU. ECn ecTb COOTBETCTBYIOLLANA
NHPOPMaLMS, 3TO O3HAYAET, YTO MOAK/IOHEHME BbINMOJHEHO YCMELLHO.

3.1.4. YcTtaHoBKa Mmoayns SMS-onoBeLyeHniA

Mcnonb3ynTe kabenb 415 MOAKNIOYEHNS MUTAHNA 1 cUrHana cessn SMS-onoselleHuns K nopty COMM kap-
Thl acNet. O npouecce Jo6aBneHns yCTpoincTBa B 6paysepe cM. rnaBy «/JobaBneHvie yCTpOcTB BPYYHYHO».

3.2 | YcTaHOBKa nporpamMmmHoro o6ecneveHus
3.3 | Nopsapok pa6oThbl c KapToid acNet

Mocne yctaHOBKM KapTbl acNet AanbHeNRLLNi NopAAoK AeACTBII NPY NePBOM BKIOUEHUW NpeACcTaBaeH
Ha 610K-Cxeme:

Bepcus 1.1.001




PyKOBO,qCTBO no skcnayatTaunn

VIMI-Iy bc KapTa ceTeBOro MOHMUTOpPUHra

acNet (SNMP)
WNCTOYHWKN BECMEPEBOMHOMO MUTAHUS MOHUTOPUHT OAHO¢a3HbIX nen

NoagknoynTe KapTy acNET k nokanbHol cetn

!

OTKpoiTe nporpammy IPSearch

!

Mcnonbayiite nporpammy IPSearch ana HacTpoiku IP agpeca KapTbl:

® HacTpoitte DHCP (guHamu4yeckan Bbigada IP)
* WU BBeUTe QMKCMPOBaHHBIN IP

!

e BeeawuTe IP agpec B Be6- Gpayzepe 1 NOAKNIOHYUTECH K KapTe

e Boiigure B O IPSearch B 21011 e JOKanbHOM ceTn

0

YcTaHOBUTE MPOTOKON Nepejayn AaHHbIX Mexay KapToi acNET u MBI

!

HacTpoliTe ocTanbHble napameTpbl KapTbl acNET Ha cTpaHuue
HaCTPOWMKKM NapameTpos.

+ TMposepka nutaHusa KapTbl acNet. ViHgkatop PWR gonxeH ropetb NOCTOAHHO — 3TO MOA-
TBEPXAAET NCMPABHOE 3/1IeKTPONUTaHVe MOAY S,

+ NoaknioueHmne kapTbl acNet K komMnbloTepy.

+ 3anyctute yTunuty IPSearch ans Hactpoiiku IP-agpeca.

Mpw nepsom 3anycke IPSearch obHapyxwusaeT kapTy acNet ¢ 3aBOACKMMIN HacTpolikamu. B nepsyto
oyepesb cnesyeT 3asaTb IP-agpec. Mocne coxpaHeHWs HacTpoek Bbl MOXeTe BOWTU B Beb-nHTepdelic
kapTbl acNet, BBeAA Ha3HaueHHbIN IP-agpec B agpecHoi cTpoke 6paysepa, Mbo HaxaTe KHonky [Web
Page] B ytunute IPSearch.

+  Bxop B Be6-uHTepdeiic kapTbl acNet.




PykoBOZCTBO MO 3KCMAyaTaLmm

MOY/\bC e

VNCTOYHWKN BECMEPEBOMHOIO MUTAHUSA MOHUTOPUHT ogHOda3HbIX BT

YUéTHble AaHHble agMUHUCTPATOPa MO YMONYaHWIO: NorMH — admin, napone — 123456. Mpu Haxox-
AeHVn KomnbloTepa 1 kapTel acNet B 04HOW noAceTn 415 BXOoAa MOXHO MCMOb30BaThb Kak bpaysep,

Tak n ytuauty IPSearch.

| —

+ HacTpoiika cBsi3m kapTbl acNet ¢ UBIM.
Mpw nosBneHM aBapuiiHoro cobbiTnsa «Cooli ceasn ¢ NBM»:

MeperignTe B pasgen [CUcTeMHble HacTPOKK] - [YnpaBneHne ycTponcTteaMu] 418 KOHOUTYypPUpoBaHNA
rnapameTpoB CBA3N.

+  HaxmuTe KHonky [[L06aBUTb]

= (Bl

Sy Func ‘ Equips  DeviceNo.  Protocal PortType SerialPort ModbusAddr  BaudRate ModbusMode  IPAddress  PortNumber Device Name  Control

ups 1 ACM(10-600KVA)  Uart Port A 1 9600 RTU s02 £dit - Detete
NetWork

Alarm

Event Management

User Management

+  3anonHWTe NapameTpbl yCTPOCTBa:

5023-10-31 16:1924 M admin
= |
Sys Func
+ Equip Type: + Device No.: + Protocal:
NetWork
Alarm Y + Port Type: + Serial Port & Modbus Addr:
Event Management Uart Port A
User Management + Baud Rate: + Modbus Mode: Device Name:
9600 RTU
Equips  Device No.  Protocol PortType  Serial Port Modbus Addr  Baud Rate  Modbus Mode  IP Address  Port Number  Device Name  Control
ups ) ACM(10-600KVA)  Uart Port A 1 9600 RTU 502 Edit Delete
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PykoBOZCTBO MO 3KCMAyaTaLmm

VI Mny bc KapTa ceTeBoro MoHMUTOpUHra

/ acNet (SNMP)
VCTOYHWKW BECMEPEEOMHOMO NMUTAHUSA MOHUTOPUHT ogHOba3HbIX VB

[Tun o6opypoBaHunsa] — Bbibepute UPS;
[Homep ycTpoiicTBal — HazHauaeTca NPon3BO/IbHO, 6e3 MOBTOPOB;
[MpoTokon] — 0ANH 13 JecATN BapUAHTOB, COOTBETCTBYHOLLMX dakTnyeckomy Tmny MBM:

TpéxdasHble:

1. 33M — TpéxdasHbiin MBI 33-ii cepun, Modbus;
33T — TpéxdasHblii NBM 33-i cepun;

31M — TpéxdasHbiti IBM 31-i cepun, Modbus;
31T — TpéxdasHblii NBM 31-i cepun;

v s WwN

Megtec33 — TpéxdasHnbiii VBN Megtec33;

OpaHodasHble:

6. IM(1-3K) — npoTokon MBI manoli mowHocTy (1-3 KBA);
7. IM(6-10K) — ogHodasHbI VB IM-cepuu, 6-10 kBA;

8. SS(6-20K) — oaHodasHbIi VB SS-cepun, 6-20 KBA;

9. SS(1-3K) — ogHodaszHbIv VIBIM SS-cepun, 1-3 kBA;

10. Megtec — oaHodasHbIn BN Megtec;

[Tun nopTa] — J/lokaneHo, Uart unu CeTb (ans ogHodasHbIx: Serial, Uart unm TCP);
[MocnepoBaTenbHbIA NOPT] — NopT A unun NopT B;
[Appec Modbus] — uncno B gnanasoHe 1...247;

[CkopocTk (Baud rate)] — 2400, 4800, 9600, 19200 nav 38400; Ao/kHa COBMaAaTh CO CKOPOCTbIO 06MeHa
Modbus, HacTpoeHHo Ha UBI;

[Pe>kum Modbus] — ASCIl nnn RTU; gomkeH coBnagaTb C aHaNOMMUYHOM HacTpoiikoli Ha UBIMT.

Ecnn napametpbl Modbus (agpec, NpoToKon NopTa, Pexmnm) ANns KOHKpeTHol Mogenn VBT HensBecTHbI,
obpatuTeck K fokyMeHTaumm Ha VBIM nav k noctasBLymky 060pys0BaHKS.

Mo 3aBepLueHnn HacTporiku HaxmuTe [OK], 3aTem [MpmeHnTB].

Add v Apply
oe |

[rm— Equips  Device No.  Protocol PortType SerislPort ModbusAddr  Baud Rate ModbusMode P Address  PortNumber Device Neme  Control

ups 1 ACM(10-600kvA)  Uart Port A 1 9600 RTU 502 Edit  Delete
NetWork

s 2 ACM(10-500KVA)  Uart Port A 2 9600 RTY 502 Edit

Alarm
Event Management

User Management

O6HOBWTE CTPaHKLY 1 NpoBepbTe aBapuiiHble cObbITUSA. ECnn cobbiTne «CHOI CBA3M» OTCYTCTBYeT —
CBSA3b YCTaHOB/IEHA KOPPEKTHO. [NaBHbI MHTepelic Mpy 3TOM 0TO6paxaeTcs CeayroLMM 06pa3om:




PykoBOZCTBO MO 3KCMAyaTaLmm

VI Mny bc KapTa ceTeBoro MoH1UTOpUHra

4 acNet (SNMP)
VCTOYHWKW BECMEPEEONHOMO MUTAHUS MOHUTOPUHT ogHOba3HbIX VB

2338V 2338V
02a 5003 Hz
5003 Hz

Hommnanswoe snadenue wary Py (%) Eucocrs AKE (%)

BbixOR
406V 211V

1998 Hz ”
Texyuan pesora a

3.4 | dyHKkuyunn IPsearch

IPsearch: 3To MOUCKOBbIV MHCTPYMEHT, KOTOPbI/ MOXEeT BbICTPO McKaTb MHGOpMaLMio o KapTe acNet,
KOTOpast HOpMaslbHO MOZAK/IYEHA 1 HAXOAWTCS OHNAlH B IOKaNbHOW CeTu.

3.4.1. IHcTpyKUUM Nno ncnonb3oBaHuio IPsearch

CoctaB HTepdelica IPsearch

MHTepdeiic IPsearch coctont 13 AByx obnacteit: 06nactu otTobpaxeHnst MHGopmaLum 06 ycTporicTee
kapTbl acNet 1 obnactu onepaumii. (Cnncok aBToMaTnyeckn obHoBAsieTca Kaxable 15 cekyHa) Koraa
nosib3oBaTeNb OTKPbIBAET UHCTPYMeEHT IPsearch, oH aBTomMaTyecku nwet nHdopmaumio o kaptax acNet,
HaXoAALLMXCS OHNaliH B TekyLLel IoKanbHOW ceTu, 1 noayyaet Tun ycrpoiictea, MAC-agpec, IP-agpec,
Bepcuto MO, Bepcuto obopyaosaHusa 1 Tmn IP-agpeca (DHCP, StaticlP).

Bepcus 1.1.001
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WCTOYHWKM BECMEPEBOMHOMO MUTAHUSA MOHUTOPUHT ogHOda3HbIX BT

Version P Mac Activate now
1033.4.200.1.03.4 192.168.60.16 00:30:1B:BA:02:DB true
1040.5.200.1.01.01 192.168.60.40 A0:12:39:40:00:11 true
1040.7.100.1.00.00  192.168.60.112 00:E0:4F:1E:80:C4 true

1040.5.200.1.01.01 192.168.60.29 A0:12:39:40:00:13 true
1040.8.100.1.00.07 192.168.60.31 A0:12:39:40:00:15 true

[Veretont 1053, 4.200. 1. 0.2
1 ipvays: static

ipaddr: 192.168. 60.16
mask: 255. 255. 255.0
gateway: 192.168. 60. 1
mac: 00:30:1B:BA:02:DB

3

1 - 0O6sacme onepayul; 2 - Cnucok oHaaliH-ycmpolicme; 3 - IHpopmayus 06 ycmpolicmee

Korsa B cnucke HeCKONbKO YCTPOCTB, MepBoe byAeT BbIbpaHO Mo ymonyaHuto. Koraa nons3osatesb
HaXuMaeT Ha ntoboe yCTPOCTBO B Cnncke, B nose nHGopmMaLmm 06 ycTpoiicTBe 0TobpaxaroTcs cooT-
BETCTBYIOLLMI TUN YCTPOCTBa, Bepcus MO, Bepcuns obopyaosaHus, MAC-agpec v tun IP (ctatudeckuii
IP, yCTaHOB/IEHHbIV BPYYHYHO, AMHAMUYecKIii IP, HasHayveHHbIn DHCP).

3.4.2. HacTpoiika AuHammn4yeckoro IP-agpeca B nporpamme IPsearch

MPUMEYAHUE:
J 3Ta cnyx6a DHCP MoxeT ycnelHo Ha3HayaTb IP Tonbko npu Hannymm DHCP-cepsepa

Larn cnepyrowme:

Version P Mac Activate now
g 10334200734 1921686016  00:30:1B:8A:02:08 true e s _
-

[1040.5200.1.01.01  192.168.6040  A0:12:3940:00:11 true | _

L0 ] 1040.5.200.1.01.01 1921686029  A0:12:39:40:00:13 true

Default gatevay

1040.7.100.1.00.00  192.168:60.112  00:E0:4F:1EB0:C4 true

1040.8.100.1.0007  192168.6031  AD:12:39:40:00:15 true reterred s [

version: 1033. 4.200.1.03.4
ipvays: static

ipaddr: 192168, 60,16

mask: 285. 255, 255. 0
gatevay: 192, 168.60.1

nac: 1B:BA:02:DB

1. BbibepuTe IP ycTpolicTBa 13 CNCKa OHNAMH-YCTPOICTB.




PykoBOZCTBO MO 3KCMAyaTaLmm

VI Mny bc KapTa ceTeBoro MoH1UTOpUHra

4 acNet (SNMP)
VCTOYHWKW BECMEPEEONHOMO MUTAHUS MOHUTOPUHT ogHOba3HbIX VB

2. Haxmute kHonky «Network Set».
3. Bbibepute «lonyunts [P».
4. HaxmuTe KHOMKY «Set».

3.4.3. Hactpoiika ctatnuyeckoro IP-agpeca B nporpamme IPsearch

Monb3oBaTenun NCnonb3ytoT Nporpammy IPsearch ans HacTpoiiku IP ans kapTbl acNet B pexume cTaTu-
yeckoro IP. LWarw cnegytowine:

AC IP Search

omaste ] » suaic 7] 3
Version P Mac Activate now Static IP settings
Web page 1033.42001.034 | 1921686016  00:30:18:8A:0208 true SRy 192, 168 0 . 16
— I 1040.5.200.1.01.01  192.168.60.40  A0:12:39:40:00:11 true ] e, v . B, B8 . O
NetWork set X 21 E:80:¢
10407.100.1.0000 192.168.60.112  OO:E0:4F:1EB0:C4 true ™ . . w1
10405.200.1.0101  192.16860.29  A0:12:39:40:00:13 true 4
1040.8.100.1.0007  192.16860.31  A0:12:39:40:00:15 true Preferred DHS B 5 & 5 & o B
Alternate DHS 0 W o & o i 0
version: 1033.4.200.1.03. 4
ipways: static 5 Set Cancel

ipaddr: 192.168.60.16
mask: 255. 255.255. 0

gateway: 192.168.60.1
mac: 00:30:1B:BA:02:DB

BbibepuTe IP ycTpoIicTBa 13 Crcka OHNaMH-yCTPONCTB.
HaxwmuTe kHomKy «Network Set».
BbibepuTe «CTaTmnyecknii IP».

PwnN=

BeeanTe nHpopmaumio o6 IP.

5. HaxmuTe KHOMKy «Set».

3.4.4. Be6-cTpaHuLa kapTbl acNet

LLlarn ncnonb3osaHua nporpammel IPsearch ansa oTkpbITs Beb-cTpaHuL, kapTel acNet cregytolime:
MNPUMEYAHMUE:

CnezytoLivie onepaummn MOryT BbIMOHEHbI MPY YCI0BUK, YTO KOMMboTep 1 kapTa acNet
HaXoAATCsA B OAHON NIOKaNbHOW CeTu, nHaye 3To NPUBEAET K HEBO3MOXHOCTU OTKPbITh
Beb-CcTpaHuLly.

20
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[ 2

Version P Mac Activate now
D g 10334.200.1.034 1 192.168.60.16  00:30:1B:BA:02:DB true
I 1040.5.200.1.01.01 1921686040  A0:12:39:40:00:11 true I
1040.8100.1.0007 1921686031  A0:12:39:40:00:15 true
1040.7.100.1.0000  192.168.60.112  00:£0:4F:1E:80:C4 true
Sobiislo0 1040520010101 1921686029  A0:12:39:40:00:13 true

version: 1033.4.200.1.03.4
ipways: static

ipaddr: 192.168.60.16
mask: 255. 255. 255. 0
gatevay: 192.168.60.1

mac: 00:30:1B:BA:02:DB

1. BbibepuTe COOTBETCTBYIOLLLEE YCTPOMCTBO.
2. Haxmute KHonky «Web Page».
3. BBeguTe HavanbHOe VMSA agMUHUCTpaTopa: admin Maponb: 123456.

N

4. OTKpoO¥iTe COOTBETCTBYHOLLYIO BEG-CTPAHMLLY.

28y 2189
02a so03 ke




PyKOBO,Cl'CTBO no skcnayatTaunn

VI Mny bc KapTa ceTeBoro MoH1UTOpUHra

4 acNet (SNMP)
WCTOYHUKWN BECNEPEBONHOIO NUTAHNSA MOHUTOPUHT 0gHOba3HbIX VIBM

3.5 | MpocmoTp NHPpopMaLMM 0 KOMMNbLIOTEPHOI ceTU

Mepes BXoAOM y6eamTech, UTo KapTa acNet 1 KOMMbITEP HaXOAATCS B OAHON IoKasbHOW ceTu. Ecim
IP kapTbl acNet 11 IP KoMMbloTEpa He B OAHOI CETM, Bbl MOXeTE MNCMO/b30BaTh Cejytolie MeToabl
[J1S1 HACTPOIiKM 1 MPOCMOTpa:

[MaHenb ynpasnenus] > [CeTb 1 NHTepHeT] > [CeTeBble NOAKAOUEHMA]

< Hacrpoiiku Q_ Haiim napavetp - e
@ | Cetb 1 iHTepHet > Wi-Fi >
@D Toxanswan yuernan sanvce
Chyuaifrble annaparkbie agpeca
Momorure 3awuTuTh saun T, Y Baero ycrpoiicTa npy Buikn. v
€Y Tnasnan MOAKAIONEHU K 3TOV CETW. 3TOT NaPAMETP BCTYNUT B CUAY NPV CAEAYIOLLEM NOAKAIOUEHIM K 3TOF Cerv
M Cvcrewa Hazwauenwe IP: Astomariuecku (DHCP) Penarposars
© Bluetooth u ycpoiicrea
DNS-cepeepa: x1 (DHCP) VisvieruTs.
| @ Certu Wreprer
SSID: sstmkru Konmposars
7 Mepcoranvsaunn Mpotokon: Wi-Fi 5 (802.11ac)
B Npwioxenmn Tun Gesonacoctu: WPA2-Personal
Visrotosutens: Realtek Semiconductor Corp.
°
@ Yethbie sanucn Onucariue: Realtek 8822CE Wireless LAN 802.11ac PCI-E NIC
D speunnmux Bepcus apaiisepa: 2024101383
® Wrps AvanazoH ceth (KaHan): 5 Mu (40)
CoBOKynHan CKOPOCTs MM 866/866 (Mbps)
K Cneuanstie soswoxHoc e
TokansHsilt IPv6-anpec kanana:  fe80:2351:6ccd:80ec923%9
U KomduaeHumansHocTs v 3awuTa
Wio3 110 ymonuarutio IPY6: feB0:f64d:5ce83:838d%9
@® Uentp obHosnenyn Windows IPv4-anpec: 192.11 0
DNS-cepaepe! IPvd: 192.168.1.1 (6e3 widposarits)
Puaneckwii anpec (MAC): E075:26:26:45:68
LlononsurensHsie ceovicraa cetn Wi-Fi Vaveruts

1. LWénkHnTe NpaBoli KHOMKOWM MbILLW MO MOAKIOYEHNIO IOKASIbHOW CeTu 1 BbibepuTe «CBOMCTBax.
2. BblibepuTe «lpoTokon NHTepHeTa Bepcuu 4 (TCP/IPv4)» 1 HaxmuTe «CBONCTBa».
3. TpocmoTpuTe Uan HacTpoiiTe HGopmaLmio IPv4.

22
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PykoBOZCTBO MO 3KCMAyaTaLmm

VI Mny bc KapTa ceTeBoro MoHMUTOpUHra

/ acNet (SNMP)
VCTOYHWKW BECMEPEEOMHOMO NMUTAHUSA MOHUTOPUHT ogHOba3HbIX VB

4 | DyHKUMN BEO-NHTEphEenCca KapTbl

ACNet
0000

4.1 | O6wume cBepeHUs

Be6-uHTepdelic kapTel acNet npeAocTaBaseT 4OCTyN K CETeBOMY ynpasieHuto no IP — npocmoTp cocTos-
Husa VBMT, KoHoUryprpoBaHe napameTpoB, a Takxke yrpaBneHne CTOPOHHUMN UHTepdelicamu AN UHTe-
rpaumm ¢ LeHTpanav3oBaHHbIMU NaaTGopmMamMm MOHUTOPUHTa no npotokonam SNMP, ModbusTCP n MQTT.

4.2 | OTKpbITUE BEG-NHTEpPelica

Mepes BXoA0M B Beb-MHTepdelic ybeanTech, YTo KOMMbloTep 1 kapTa acNet HaxoAATCA B OAHOM oKasb-
HOli CeTW 1 CoeAMHEHME YCTaHOBIEHO KOPPEKTHO.

4.3 | Nonb3oBaTenu N Npasa pocTtyna

CocTaB A0CTYNHOW MHPOPMaLIMK onpesensieTcs YypoBHEM NMpaB yYETHON 3anmncu:
+ admin — agMUHUCTPATOP C NMONHBLIM HABOPOM MpaB (Naposib No ymonyaHuto: 123456);

* user — 06blYHbIV NONb30BaTe/b C NPaBaMy TONBKO Ha YTeHMe AaHHbIX (Maposib MO YMOAYAHWNIO:
888888).

AAMI/IHVICTpaTOp MOXeT ynpasidaTb ybIéTHbIMI/l 3anmcaMn: 4o6aBnsAThb, YAaNATb, USMEHATb AaHHble
N HasHa4aTtb npasa.

Ncesgonn ‘Aapec snecrposof noust —— vapas

Mpotyxaese o cem

Obcrpmane

NPUMEYAHWE:

LIIJ B Liensix obecneyeHns 6e3onacHoCTV 060pyA0BaHUSA 1 AaHHbIX MOIb30BaTeNs, MOXanyncTa,
HeMeANeHHO N3MeHUTe NMSA YYETHOWM 3anncK 1 Napoib Nocae BKAoUYeHNs KapTbl acNet
1 3aMOMHUTEe UX. B NPOTUBHOM Ciyyae nosb3oBaTeNlb HeCET OTBETCTBEHHOCTL 3a /itobble
NPUYNHEHHbIE YO bITKM!
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4.4 | Be6-uHTepdeiic kapTbl ACNet — KaTanor 3KpaHoOB

|YNPAB/IEHVIE YCTPOCTBOM |

— Tekywnii crayc ~ ————— (1) — MHemocxema
I— Tekywue faHHble —————— (2) — TabauLa napameTpos
— Kondurypauus yctpoiictBa —— (3) — OCHOBHbIE HACTPOVKY + Nepekntoyatent + yaanéHHoe ynpasnexne
— Tect barapen —— (4) — pmarHoctuka AKb
|YNIPABNEHME TPEBOTAMU |
— Tekywas tpeora —————— (5) — aKTUBHbIe aBapuyt
— XypHantpesor ~————— (6) — ucTopus aBapwuit
'— 3anwcs onepaumn —— (7) — nor peiicTBuii nonb3osarenei
|YNPAB/EHVE JAHHbIMW |
XypHan faHHblx  ————— (8) — Tabauua nctopuu
XypHan faHHbIX (apxu) —— (9) — GuALTPbI
| CUCTEMHBIE HACTPOWKW |
I— Ynpasnenue yctpoiictBom —— (10) — npotokonsl, Modbus, nops!

— CUCTeMHbIe QYHKUMN  —— CCTeMHble QyHKLN
—— HacTpoiika Bpemenn
—— Hacrpoiika A3bika
—— @aiin KoHurypaLun
—— C6poc 0 3aBOACKX
L 06HoBAEHUE CHCTEMbI

— (11) — nam4Tb, WHTEPBAN COXPaHEHNS
— (12) — NTP (30 uacoBbIx NosicoB)
— (13) — 14 s3bIk0B
— (14) — umnopr/3kcnopr .cfg
— (15) — 0uMCTKa NOTOB, NOAHBIIA COPOC
— (16) — 3arpy3Ka npoLumBKM .bin
— Hacpoiikacetn  —L— CeteBoe noaKnioueHue — (17) — DHCP / cratuueckui IP
—— Hactpoiiku SNMP — (18) — v1/v2/v3, Trap, Inform (3 Bknagkm, fo 10 3anucei)
—— WHTepHer seleil — (19) — MQTT/loT
——— Cepsep Modbus — (20-21) — ModbusTCP, kapa perncrpo
L YnpaBneHue TpeBoraMmu  —-— CrHanbl TpeBory — (22) — yposHu 0-15 (System/UPS)
— (23) — SMTP (6e3 wudposaxus / SSL)
=

— 3II€KTpOHHa)1 noyra

—— YBegomneHus 24) — 1o 20 nonyyateneii (email/SMS/3BoHkwm)
L Ynpaenenue nonb3osarensmn —— (25) — Admin/User
YnpasneHue pacnucainem  —— (26) — 3ajaHna no JHIM Hejenu
Boikntouerme MBI —— (27) — nepexntouarenn + SSH/Telnet-xocTbl (50 8)
L Mpobyxzexne no cetn —— (28) — Wake-on-LAN (zo 10)
06cnyxuBanme —— (29) — XypHan 0bcnyxuBaHus

PucyHok 4.1. Hasuzayus: Oepeso pasdenos
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WCTOYHWKM BECMEPEBOMHOMO MUTAHUSA

4.4.1. Tekywmia ctatyc (MHeMocxema)

MyTb: YnpaBneHue ycTpocTBOM > TekyLWi cTaTyc

PykoBOACTBO Mo 3Kcrnyataumm
KapTa ceTeBoro MOHUTOpPWHra
acNet (SNMP)

MOHUTOPUHT ogHOda3HbIX BT

708123515 60 admin

Kownrypauns yerpoicr
BXOA
2338V 2338V
02A 50.03 Hz
50.03 Hz

Tecr 6atapen

BbIXOA
2311V
49.98 Hz

+40.6 V.

oxBA oxBr

< <

Monan bixopHas ... AkruBHan BbiXoAHA...

HomunansHoe snauenme Harpyain (%) Emkocrs AKB (%)

Texywan Tpesora a

PucyHok 4.2. Tekyujuli cmamyc

Ta6nuua 4.1. BepxHsas naHenb

YnpaBneHue yCTPONCTBOM Bknagka MeHto

YnpasneHve TpeBoramu Bknagka meHto

YnpasneHve AaHHbIMU Bknagka meHro

KHorka
& Jowmoii Kronka
VHavKaTop TpeBor (OpaHx.) CUétumk
VHavKaTop TpeBor (KpacH.) Cuétumk
@) [lHavuk KHorka
[Jata/Bpewms OTob6paxeHne
admin Mpodunb

AKTVBHBbI pa3gen
Mepexos K aBapUnHbIM CUrHanam
Mepexoa Kk uctopun 1 rpadrikam

[JlononHuTensHele pasgensl (CUCTeMHble
HaCTpowKwN)

Bo3BpaT Ha rnaBHyto
Obwe aBapuun
Kputnueckune aBapum
3BYyKOBble OMoBeLLeHMst
CucrtemHoe Bpemst

BbinagatoLLiee MeH0 nosib30BaTens
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WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA

Ta6énuua 4.2. bokoBoe MeHto

T#NBMN 3arosioBokK
TekyLmii ctaTyc MyHKT MeHto
Tekyujme faHHble MyHKT MeHto

KoHdurypauus yctpoiicts MYHKT MeHto

Tect 6aTapen TYHKT MeHo

Ta6nuua 4.3. MHeMmocxeMa NOTOKOB 3Heprum

Bnok «BXO/» WHankatop
Brnok «barinac» MHankatop
Bbnok «batapes» MHpnkatop
Bnok «BbIXO/J» NHankatop
Beinpsamurens (~) MKoHKa
VHBepTop (=) MkoHka
JINHWM co cTpenkamm AHVMaLMA
Ta6nuua 4.4. Bugxetnl

[MonHas BbIXOAHAA MOLLHOCTb Gauge (kBA)
AKTMBHas BbIXOAHast MOLLHOCTL  Gauge (KBT)
HoMuHanbHoe 3HayeHve Ha- MucTorpamma

rpy3ku (%)
EmkocTtb AKB (%)
TekyLaa TpeBora

Mporpecc-6ap
Bugxet
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PykoBOACTBO Mo 3Kcrnyataumm
KapTa ceTeBoro MOHUTOpPWHra
acNet (SNMP)

MOHUTOPUHT ogHOda3HbIX BT

Ha3BaHue ycTpoiicTBa
MHemocxeMa (akTuBeH)
Tabnunua napameTpos
Hactpoiiku cBsizun ¢ VBN
JAwnarHoctuka AKB

HanpsixeHue, Tok, YacToTa BXOZHOW ceTn
Hanpsi>keHune v yacToTa balinaca
HanpsxxeHne AKB

HanpsxeHune 1 4acToTa Ha BbIXoze

AC~> DC

DC > AC

HanpaBneHne notoka sHeprumn

Harpyska B KBA
Harpyska B kBT

0-150%

0-100%
AKTVBHble aBapui / <HeT AaHHbIX»

Bepcus 1.1.001




PykoBOZCTBO MO 3KCMAyaTaLmm
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WCTOYHWKM BECMEPEBOMHOMO MUTAHUSA MOHUTOPUHT ogHOda3HbIX BT

4.4.2. TeKkywiue faHHble
MyTb: YnpaBneHue ycTpocTBOM > TekyLle JaHHble

@ Ynpasnesve yerpoiicreon

100
BXOA,
Texyuwi craryc
BromHoe Hanpsxexme 2348 BxoaHON ToK, 0a3a 02A Browas uacrora 5005 Ty
Kownrypauns ycrpoiicrea IR o
Tecr 6arapeu
BbIXO/,
Boxoanoe Kanpaxenme 23118 BoixoaHoii 10K oA Hacrora Ha suxoe UBM 499914
PF Ha eexone, ¢asa 061
Harpyska
Tlonan swoanas wowocts, AxTveHas BoaHas —_— e -
¢asa NouwrocTs, dasa
Bartapes
Hanpaenyie AKE 068 Tox AKE 014 Euocrs AKE 100%
Ocrasuieecn spews asTonoMMM O i Temnepatypa AKB °C SOH 81%
Kon-s0 AKE & sweiike
Vngopmauyus
S di Bepcus MO awmpsrens s Bepcnn N0 ewnpaviTens e

(sepxee none) (e none)

Bepenn MO uwsepropa Bepcws 110 urseptopa

3 Hanpxere winisi DC 38248
(bepxwee none) (uxHee none) X

PucyHok 4.3. Tekyujue OaHHble

Ta6nuua 4.5. NapameTpbl — BXO/,

BxogHoe HanpsxeHne B HanpsaxeHne Ha Bxoje

BxozHol TOK, dpasa A Tok no ¢ase

BxogHas vactoTta y YacToTa cetn

PF Ha Bxoge, daza — KoappuumeHT MoLHOCTY Ha BXoAe

Ta6nuua 4.6. MapameTpbl — BbIXO[,

BbixogHOe HanpsixeHne B HanpsxeHne Ha Bbixoze
BbIxoAHO TOK A Tok Harpysku
YacToTa Ha Bbixoge VBT My, BbIxogHasa wactota

PF Ha BbIxoze, dpaza — KoadpduLmeHT MOLLHOCTU Harpy3ku
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WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA

Ta6nuua 4.7. MapameTpbl — Harpyska

[MonHas BbIXOAHasA MOLLHOCTb,

basa KBA
AKTVBHas BbIXOJHas MOLLHOCTb,

basa KBT
% Harpysku Ha BbIxoze %
Ta6nuua 4.8. NapameTpbl — baTapes
HanpsxeHne AKb B
Tok AKB A
EmkocTtb AKB %
OcTaBLUeecs BpeMsi aBTOHOMUN MUH.
Temnepatypa AKB °C
SOH %
Kon-Bo AKB B ivHerike L.

Ta6nuua 4.9. NapameTpbl — NH$opmaums

BHellHAs TemnepaTtypa °C
Bepcua MO BeinpamuTens —
Bepcuma MO nHeepTopa —
HanpsxeHwne winHel DC B
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PykoBOACTBO Mo 3Kcrnyataumm
KapTa ceTeBoro MOHUTOpPWHra
acNet (SNMP)

MOHUTOPUHT ogHOda3HbIX BT

MonHas MOLLHOCTb

AKTVBHAas MOLLHOCTb

3arpyska MBI

HanpsixeHve 6aTapen

Tok 3apsaa/paspsia

YposeHb 3apsja (0-100%)

MporHo3 BpemeHn paboTbl oT AKB
Temnepatypa baTtaperi

CocTosiHMe 6aTapewu (State of Health)
Konuuectso 6atapeli

JlaTuviK BHeLLHe TemnepaTypbl
[lBa nonsa: BepxHee/HUxXHee
[lBa nonsa: BepxHee/HWxHee

Hanpﬂerme 3B€Ha NOoCTOAHHOIO TOKa

Bepcus 1.1.001
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WCTOYHWKM BECMEPEBOMHOMO MUTAHUSA

4.4.3. KoH$wurypaums ycTponicTBa

PykoBOACTBO Mo 3Kcrnyataumm
KapTa ceTeBoro MOHUTOpPWHra
acNet (SNMP)

MOHUTOPUHT ogHOda3HbIX BT

MyTb: YnpaeneHue ycTpoiicTBom = KoHdurypauwms yctporictea

© Ynpamrenne ycrpoiicraon 13

OcHOBHbIe HacTpoiikn

416N ~

Texyuwit cratye
3aaepxa BrroueHAR

0nn
vHsepropa nocne EOD

Texyuute aannbie

KoHpurypauns yorpodcrea Pexum 3anyckanocre EOD Hopwiarsroe 3anyck

Tecr 6atapen
Kon-80 noneirok pectapta
Rlocne cpabaTsiBanita 3auTe!

3aaepxa BrIoueHAR

0w,
cermenta 2 nocre nepesanycka

Power on disable switch to

Buikn,
bypass

MuKMMansHas ckopocTs
senTuATOpOS

YaanenHoe
ynpaeneHne

Beikn,

Buwcniouenite VBN

BeKnioueHMe CermenTa 2

Cratueckuii Gaiinac

CBpoc ownox

Obcnysusane AKE

(0~50)

(0~10)

(0~32767)

Veranosum)

Veranosnts)

YVeranosnrs)

(Ouncrury

Yeranosnrs)

Mun. npouenT sapaza A1
crapra nwseprcpa

0% (0~100)

3anepixa oTkn ouennn
cermenta 2 6 pexnie AKB

0, (0~32767)

VikTepsan nonsiTok pectapta 0 Mk, (5~32767)

3anper nepexoas Ha Gainac  Beikn

MaxcumansHan c<opocts
sentuanTopos

Boikn,

Bravouerue VBN Yerawosury)

BRAONeHMe cenvenTa 2 Yeranosnrs)
Onvena cratnueckoro Gaiinaca Veranosnts)
Veranosnts)

Tect AKB.

Orvena recra Veranosnrs)

PucyHok 4.4. KoHguzypayus ycmpolicmea

Ta6nuua 4.10. OCHOBHbIE HAaCTPOKN

3aZepkka BKHOYeHUss MHBepTopa nocsie
EOD (INV ON Delay After EOD)

Pexxnm 3anycka nocne EOD (Startup Mode
After EOD)

Kon-Bo monbITok pectapTa nocse cpabatbl-
BaHWsA 3alnThl (Restart Times)

ViHTepBan nomnbITok pectapTa (Restart
Interval)

3aziep>Ka BK/IOYEHVS cerMeHTa 2 nocsie
nepesanycka (APS Power Recover Delay)

MWH. NPOLIEeHT 3apsija 415 CTapTa UHBEep-
Topa (Battery Capacity to Start INV)

3azep>KKa OTKNHOYEHWS CErMeHTa 2 B pe-
xume AKB (APS OFF Delay at Battery Mode)

[Mone BBOAA

Bbinaaato-
LM CUCOK

Mone BBOAA

Mone BBOAA

Mone BBOAA

Mone BBOAA

Mone BBOAA

0-60 MUH.

**Normal Start** — 06blUHbIN 3anyck.
[lpyrvne pexumel 3aBUCAT OT mogenu MBI

0-10 pa3

5-32 767 MuH.
0-32 767 MUH.
0-100%

0-32 767 MUH.
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Ta6nunua 4.11. Mepekntoyatenn (Switch)

Forbit Transfer to Bypass (3anpeT nepexoaa Ha 6arinac) Disable / Enable
Power on disable switch to bypass (3anpeT 6alinaca npv BkatoYeH1N) Disable / Enable
Fan Speed Always High (Makc. ckopocTb BEHTUAATOPOB) Disable / Enable
Fan Speed Always Low (MU1H. CKOPOCTb BEHTUNATOPOB) Disable / Enable

Ta6nuua 4.12. YpanéHHoe ynpaBneHune

BbikntoueHune VBN KHomMka «YCcTaHOBUTb»
BkntoueHwne BT KHomMka «YCcTaHOBUTb»
BbikntoueHme cermeHTa 2 KHomMka «YCcTaHOBUTb»
BkntoyeHve cermeHTa 2 KHomMKa «YCcTaHOBUTb»
CraTundeckmnii barinac KHonka «YcTaHOBUTb»
OTMeHa cTaTnyeckoro 6arinaca KHonka «YcTaHOBUTb»
Cbpoc oLwmbok KHonka «O4nctntb»
Tect AKB KHoMKa «YCTaHOBUTb»
O6cnyxmnBaHune AKb KHonka «YcTaHoBUTb»
OTmeHa TecTa KHomka «YCcTaHOBUTb»
4.4.4. Tect 6aTapeun

MyTb: YnpasneHue ycTpoiicTBom > TecT 6atapen

@ Ynpasnenne ycrpoicrsom 5 o . 23601 6 admin

CocTonAHMe TeCTMPOBaHWA 6aTapen:

106N S

P s Bpewa vavana recra: - Bpewn ucnon3osa ecra: ocex.

Texyue aavie

KoMgUIYpaUMA YCTPOcTea (@) Tect mybokoro paspaza AKE 10 Cex

Tecr Garapen Tecr tay6oKoro paspass AKE 1 i
Tecr pazpaas AKS 40 yposr 3spaza 0 %
Tecr nomsoro paspaaa AKG

Ormena recra

PucyHok 4.5. Tecm 6amapeu
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MNCTOYHWKMN BECNEPEBOMHOMO MUTAHUA MOHUTOPVHT 0AHO(a3HbIX VBT
CocTosiHMe TecTpoBaHua batapen  Cratyc He HayvaTo / BuinonHsaeTcsa / 3aBepLueHo
Bpemsi Hauana Tecta OTtobpaxeHne [laTa/Bpems cTapTa
Bpewms ncnonb3soBaHms Tecta OTobpaxeHune OnvTenbHOCTb (cek.)

Tect rny6okoro paspsga AKB (10 cek.) PagmokHornka KpaTkoBpeMeHHbI TeCT nog Harpyskor

PagviokHonka +

Tect rny6okoro paspsaga AKB (N M1H.) Mpon3BonbHasA ANUTENBHOCTL B MUHYTaxX

nosne BBOAa

Isg;zjiﬁzﬂa AKB A0 ypoBH Ei%%ﬁ&:w * Pa3ps Ao 3afaHHOro % éMKocTm
TecT nonHoro paspsaga AKb PagnokHonka [10 KPUTNYECKOro YPOBHS
OTmeHa TecTa PaavokHonka OcTaHOBKa 3anyLLleHHoro TecTa
YcraHoBUTb KHonka 3anyck BbIbpaHHOro Tecta

4.4.5. TeKyLlan TpeBora

NyTb: YnpaBneHve TpeBoramu > TekyLlas Tpesora > Bce curHasbl TpeBoru

& Ynpasneve tpesoramm - B7eHMe AaHHLIMY & 0 .0 ) 202507-08123628 KN admin
T ——
Homep Tvn yerporicrea Coberme Rava/Bpevs

Kypran Tpeaor

3anuce onepaLun

PucyHok 4.6. Tekywas mpesoza

Ta6nuua 4.13. Bknagku

Bce CurHanbl Tpesoru Bce akTvBHbIE aBapun
O6bLas TpeBora Tonbko obLyme (kéntble)
KpuTnuHasa Tpesora TonbKO KpUTUYeckne (KpacHble)

Ta6bnuua 4.14. Tabnuuya

Howmep MopsAaKoBbIVi HOMep
Tun ycTpoiicTa VMBI / paTtunk / ...
CobbiTne TekcT aBapun

[Jata/Bpewms MOMEHT BO3HVKHOBEHMSA COObITUSA
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MPUMEYAHUE:
J LiBeToBas KoAnpoBKa: XENTblli — 06LLas TpeBora, KpacHblii — KpuTUyeckas.

«HeT faHHbIX» — aBapun OTCYTCTBYHOT.

4.4.6. O6wan TpeBora (punbTp)
MyTb: YnpaBneHve TpeBoramu > TekyLlasi TpeBora - O6Luas Tpesora

A o1 .0 @ 26070815393 KN admin

Cosumue Bara/Bpens

3anucs onepatuan

Hypran cobormai

PucyHok 4.7. O6wjas mpesoz2a
PunbTp «O6LLas TpeBora» — oTobpaxaeT TONLKO NpeaynpexAeHuns (OpaHXeBbI ypOBeHb).

4.4.7. KpntnyHasa Tpesora (punbTp)
NyTb: YnpaBneHne TpeBoramu - TekyLlasa Tpesora - KputnyHas Tpesora

PucyHok 4.8. KoumuyHas mpeso2a
dunbTp «KpUTUYHas TpeBora» — TOIbKO KPUTUYECKNe COBbITUS. MpU OTCYTCTBUM — «HeT faHHbIX».
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VI Mny bc KapTa ceTeBoro MoHMUTOpUHra

/ acNet (SNMP)
VCTOYHWKW BECMEPEEOMHOMO NMUTAHUSA MOHUTOPUHT ogHOba3HbIX VB

4.4.8. )XypHan Tpesor
NyTb: YnpaeneHue Tpesoramuvi > XypHan Tpesor

& Ynpasnesme Tpesoran 08120719 A admin
Tun yerpoficrea: YpoBers COBTUA:  Ocyomme cobsmun % Obuian Tpesora X

Texyuan pesora Kpuruawan Tpesora ¢

Xypran tpesor RorajBpens: . Ouncrure

3anwcs onepatinn
Howep Tun yerpoicrea Coturme Rara/gpenn
1 1#MBN VIBN paGorasT 8 HOPManbHOM pexume 2026/07/08 09:11:54
2 1#1BN MNoaaepx#satowmii 3apRa 2026/07/08 0%:11:35
B 1emn Her narpysen 2026/07/06 130504
6 19060 Pyanoe ssichouenve 2026/07/06 190502
7 1900 Harpyaxa a Gaiinace 2026/07/06 120202
8 1#18N VIBMN paBotaeT 8 HOPMANLHOM pexime 2026/07/06 17:43:56
B 19080 Noaepwsarowni 2apsa 2026/07/06 17:43:36
12 1000 Her narpyscn 2026/07/06 16:52:44
13 1900 Pyanoe asicnouenme 2026/07/06 16:52:41
1 100 Harpyaxa na Gaiinace 2026/07/06 1652:41
15 1#MBN VIBMN paBoTaet 8 HOPMANLHOM pexime: 2026/07/06 16:31:27
16 1#MBN MNoaaepx#satowmit 2apaa 2026/07/06 16:31:08
19 10 Her narpysen 2026/07/02 185139

PucyHok 4.9. XypHan mpeso2

Ta6nuua 4.15. PuUnbTpsbl

Tun ycTpoiicTBa BbinagatoLumii cnmcok PUNbLTP Mo TUNY
OcHOBHble cobbITus / ObLyas Tpesora /
YpoBeHb CobbITHSA Tern
KpuTnyHas Tpesora
[Jata/Bpewms Mons BbI6Opa HayvanbHas ~ KoHeuHas fata
3anpoc KHonka MpuMeHNTb GUABLTPSI
OuncTnTs KHomka CopocnTb GUNBLTPBI
3arpyska KHonka SkcnopT B dpaiin

Ta6bnuua 4.16. Tabnuuya

Homep MopsAKoBbI HOMep

Tun ycTpoiicTBa BN/ ...
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NCTOYHWKMN BECMEPEBOMHOMO NMUTAHMUA MOHUTOPVHT 0AHO(a3HbIX VBT
CobbITne OnucaHne cobbITus
[Jata/Bpewms MomeHT perncrpauunm

MPUMEYAHUE:
LiBeT CTpOKM: YEPHBIA — HOPMa, OPaHXeBbI — NpeaynpexaenHue,

KPacHbI — KpUTUYecKoe cobbITue.

4.4.9. 3anucb onepauumn
NyTk: YnpasneHve TpeBoramuv - 3anuncb onepaumm

Inpasnenve Tpesoram

KypHan Tpesor Homep npoxoa Nonssosarens. Ynpas Cobbiue. YeranosnenHoe sauenve Bpems
3anucs onepaun 1 Web(192.168.130) admin Boim 2026-07-08 11:1258
2 Webi(192.168.1.30) admin Boiimu 2026-07-08 11:04:48
3 Web(192.168.1.30) admin B0 2026-07-08 10:59:57
4 Web(192.168.130) admin Bt 2026-07-08 10:56:21
s Web(192.168.1.30) admin Boiimu 2026-07-08 10:5337
6 Webi(192.168.1.30) admin Boim 2026-07-08 10:5203
7 Web(192.168.1.30) admin Boiiru 2026-07-08 10:42:35
8 Webi(192.168.130) admin goim 2026-07-08 10:37:39
9 Web(192.168.1.30) admin B 2026-07-08 10:29:25
10 Webi(192.168.1.40) admin Boimu 2026-07-08 10:26:40
n Web(192.168.130) admin Boiimu 2026-07-08 10:08:26
12 Web(192.168.1.30) admin Boiiru 2026-07-08 09:4248
13 Web(192.168.130) admin Boiim 2026-07-08 09:36:14
1 Webi(192.168.1.30) admin Boifru 2026-07-08 09:33:10
15 Web(192.168.1.30) admin Boim 2026.07-08 09:29:45
16 Web(192.168.1.30) admin Boiimn 2026-07-08 09:27:12
” Web(192.168.1.30) admin BT 2026-07-08 09:22:42
18 Web(192.168.2.145) admin Boiimu 2026-07-06 17:44:36
19 Web(192.168.2.145) admin Boiim 2026-07-06 16:31:41
20 Web(192.168.2.79) admin Boiimu 2026-07-02 14:2505

112 3 > Neneim

PucyHok 4.10. 3anuces onepayuu

Howmep MopsiaKoBbIV HOMep
npoxoz IP-agpec nctouHmka (Hanp., Web(192.168.1.30))

[Monb3oBaTesnb YuéTHasa 3anucb
Ynpas Twn onepauuu (Boritn / ...)
CobbiTne [eTann cobbiTus
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YcTaHOBNIEHHOE 3HaveHne VI3MeHEHHbIV napameTp
Bpems [lata v Bpems fencreus

Ta6nuua 4.17. HaBuraums

€> KHomKn HaBuraumm no cTpaHvuam
Howmepa cTpaHmL, Cebinkm (1, 2, 3...)
Mepelitn Mone BBOZA HOMepa CTPaHULbl

4.4.10. XXypHan paHHbIX
NyTb: YnpasneHne gaHHbIMK > XKypHan AaHHbIX

I Ynpasnenite AaHHuMI @ 07-08120921 A admin
Tun yerpoiicrea
Kypran aansix

Hovep OGopyacsanne Mapaverp 3nasene Rara/Bpews

1 1#v6n Tewneparypa AKECC) 2 2026/07/08 122153
2 1even Ocrasuweecs spews asTonowA(e) 3 2026/07/08 122153
3 10v6n Exxocrs AKB6) 100 2026/07/08 122153
4 1oven Tox AKS(A) o1 2026/07/08 122153
5 1#VBN Hanpaxenne AKB(8) 406 2026/07/08 12:21:53
6 106N % HarpysK Ha sboRe(%) 0 2026/07/08 122153
7 1#MBN AKTMBHAA BLIXOAHAR MOWIHOCTS, aza(kBT) 0 2026/07/08 12:21:53
s 1vn Mloman Bwxonias owocrs, §a3a(xBA) o 2026/07/08 122153
B 1evsn PF wa ouone, gaza 062 2026/07/08 122153
10 106N Yacrora wa ssxoe VBN 4097 2026/07/08 122153
" 1oven Buxoawoi ToK(A) 0 2026/07/08 122153
12 1#MBN BuixoaHoe Hanpaxenne(B) 2311 2026/07/08 12:21:53
13 1v6n Broaman wactoralle) 5005 2026/07/08 122153
14 1#vBN Bx0AMO7 TOK, da3alA) 02 2026/07/08 12:21:53
15 1evn Bromos kanpaxene(®) 242 2026/07/08 122153
1 1v6n Tewreparypa AKE(C) 2 2026/07/08 12:152
I 1ovn Ocrapueeca spews astomow(n) 0 2026/07/08 121152
8 1evEn Exxocrs AKB%) 100 2026/07/08 121152
19 1#MBN Tox AKB(A) 0 2026/07/08 12:11:52
n raven Hannewess KRR ans no8M7I0R 17115

PucyHok 4.11. XypHan 0aHHbIX

Ta6nuua 4.18. PUnbTpbI

Tun ycTpoiicTBa BbinagatoLmii cnncok PUNLTP




PykoBOZCTBO MO 3KCMAyaTaLmm

MOY/\bC e

NCTOYHWKMN BECMEPEBOMHOMO NMUTAHMUA MOHUTOPVHT 0AHO(a3HbIX VBT
[Jata/Bpewms Mons BbIGOpa HavanbHas ~ KoHeuHas gata
3anpoc KHonka MprMeHnTL
OuncTnTb KHonka CépocnTb
3arpyska KHonka SkcnopT

Ta6bnuua 4.19. Tabnuua AaHHbIX

Homep MopsAKoBbIN HOMep
O6opypoBaHve HassaHue (1#WBM)
Mapametp M3mepsiemas xapakTepucTuka
3Ha4veHVe Yncnosoli nokasatenb
[Jata/Bpems MoMeHT duKcaumm

Tunosble NnapameTpsbl B Tabnuue

+  TemnepaTtypa AKB (°C) *  PFHaBbIXOAe

+ OcTaBlUeecs BpemMst aBTOHOMUN (MUH.) *  Yacrorta Ha BbIxoge (')

+  Emkoctb AKB (%) +  BbixogHoli Tok (A)

+  Tok AKB (A) *  BbixogHoe HanpsxeHwue (B)
HanpsxeHwne AKB (B) *  BxopgHas wacrota (M'u)

* % Harpysku Ha Bbixoge (%) +  BxoaHoW ToOK (A)

*  AKTMBHas BbIXOAHAsA MOLLHOCTb (KBT) +  BxopgHoe HanpsxeHue (B)

+ [lonHasa BbIXOAHAs MOLLHOCTb (KBA)

4.4.11. XXypHan gaHHbIX (apxuB)
MyTb: YnpaBneHve gaHHbIMU - XypHan AaHHbIX (QPXUBHBIA pexunm)

I Ynpasnenvie aanHbIMA . L0 ) 2026-07-081210:14 B admin

 Tun yerporicrea:

Kypran ganrex

T — Aeatpens - -,
PucyHok 4.12. XypHan 0aHHbIX — apxue
Tun yctporictBa * BbinajatoLLmii cnmcok Obs3aTenbHOe nosne
[Jata/Bpewms Mons BbI6Opa HauanbHaa ~ KoHeuHasa gata
36
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PykoBOZCTBO MO 3KCMAyaTaLmm

MOY/\bC e

MNCTOYHWKMN BECNEPEBOMHOMO MUTAHUA MOHUTOPVHT 0AHO(a3HbIX VBT
3anpoc KHonka BbInonHWTL 3anpoc
OuncTnTb KHorka CopocnTb GUALTPBI

NPUMEYAHUE:

nepes BbINOJHEHMEM 3anpoca HeobXxoAMMO Bblb6paTb TUM YCTPOMCTBA U AManasoH AaT.
Be3 3Toro Tabnuua nycra.

4.4.12. )XypHan gaHHbIX (apxuB)
MyTb: YnpaBneHve gaHHbIMU - XXypHan AaHHbIX (pPexXumM GuabTpaLmm)

) awsorostsutse M admi

* Tun yerporicres:

A vpen e~ Kowewans anpoc [N

PucyHok 4.13. XypHan 0aHHbIX — apxue

Twun yctporicTBa * BbinagatoLumii cnmcok Obs3aTenbHOe none
[Jata/Bpewms Mons BbI6Opa HauvanbHas ~ KoHeuHas fata
3anpoc KHonka BbInonHuTL 3anpoc
OuncTnTs KHonka CopocnTb GUNBLTPBI

4.4.13. YnpaBneHve ycTpoiAcTBOM (ao6aBneHue)
MyTb: CCTeMHble HAaCTPOIKK > YnpaBneHue ycTpoicTBOM

202607.08 121131 B admin

© Ynpasnene ycrpoiicrsow {1 Ynpasnewe tpesoravn L Ynpasnenvie AakHsn 40 0 @

| I

Houep Tun
Aporoxon
oGopyaosanua nopra nopr Modbus

Ynpasnenwe ycTporicraom
o Cxopocry
Mocneaosatenshuii  Aapec Pexum 1P Homep  Vwa

PP s Awec noma yooResa

Cucrennbie yrkamt ¥
OGopyaosanme Ynpas

Hacrpofika cern v
Vavenvms

ven 1 IM(1-30)  Uait  MoprA 1 9600 RIU 502
Ypasnerue Tpesoraua Yaanurs

Ynpasnenue nonszosarensmit
Ynpasnenue pacnicaniem
——
Mpo6yxaenvte no cetn

Ocayxusanve

PucyHok 4.14. YnpaeneHue ycmpolicmeom




PykoBoZCTBO Mo 3KcmnyaTaumm

MOY/\bC

WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA MOHUTOPUHT ogHOda3HbIX BT

Ta6bnuua 4.20. KHonkun

+ [lobasutb [o6aBNTb HOBOE YCTPOICTBO
Vv MNpyMeHnTL CoxpaHUTb N3MeHeHVA

Ta6nuua 4.21. Tabnumua ycTpoiicTs

o Yekb0oKC Bbl6op cTpokm
O6opypoBaHve TekcT Twun yctpoiicTBa (Hanp., VBMM)
Homep obopyaoBaHus Tekcr ID (Hanp., 1)
IM(1-3K) / ACM (10-600 kBA, Moy ibHble)
MpoTokon Bbinagatownin cnncok  / TT (10-40 kBA, 6alueHHble) / Megtec (oa-
HodasHbI) / Megtec33 (TpéxdasHblii)
Tun nopta Bbinagatownii cnucok  Serial / Uart / TCP
MocnepoBaTenbHbIA NopT BbinagatoLnii cnmcok Port A/ Port B
Agpec Modbus Mone BBOAA 1-247
CKopoCTb Nepefayuv JaHHbIX  Bbimagatowmin cincok 2400 /4800 /9600 / 19200 / 38400
Pexxum Modbus Bbinagatowmii cnncok  ASCII / RTU
IP-Aapec MNone BBOAA Ans TCP-ycTpoicTB
Homep nopta Mone BBOAA MopT ModbusTCP
Vms ycTporicTea Mone BBOAA Mpoun3BonbHasa MeTka
YnpasneHve CcbUikum Vi3MeHUTb / Yaanntb

Ta6nunua 4.22. MpoTtokonsl (10 BapuaHTOB)

**33M** TpéxdaszHblin IBM 33-4 cepun, Modbus
*FI3TH* TpéxdasHbiin VB 33-i cepun

SR T TpéxdazHbiii BM 31-i1 ceprn
FEITMFF TpéxdaszHnbiin MIBM 31-i4 cepun, Modbus
**55(6-20K)** OgHodazHbIn VIBM SS-cepun, 6-20 KBA
**SS(1-3K)** OgHodaszHbIn VIBM SS-cepun, 1-3 KBA
**IM(1-3K)** OgHodasHbIn MBI IM-cepun, 1-3 KBA
**|M(6-10K)** OgHodasHbI MBI IM-cepuu, 6-10 kBA
**Megtec** OgHodaszHbIn MBI Megtec
**Megtec33** TpéxdaszHnblin VIBM Megtec33
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PykoBOZCTBO MO 3KCMAyaTaLmm

MOY/\bC e

WCTOYHWKM BECMEPEBOMHOMO MUTAHUSA MOHUTOPUHT ogHOda3HbIX BT

4.4.14. CncTtemMHble GyHKL NN
MyTb: CCTeMHble HAacTpPokn > CUCTeMHble GyHKLN

A 0 0D

XpaHeHue AaHHbIX
Ynpasnenre ycrpoiicraom

Cucrennsie dyHkumm ~

CucTema(28.76M / 81.98M)

Cucremnse gy
Harcpoiixa epeven
Hacrpoiica nasica
CuUcTeMHble HacTPOKM
aiin konpurypauA
CBpoc a0 sasonckx HacTpoex
Viun cucrens

Obrosnerme cucremsi

Hacrpafka cerd * Mepuoauurocs coxparenns 10 (1-60)

Obeyxveanve

PucyHok 4.15. CucmemHele ¢yHKYUU

Ta6nuua 4.23. XpaHeHne faHHbIX

XpaHeHue JaHHbIX 3aros0BoK Briok ynpasneHusa namsaTero

Pasgen xpaHeHus BbinagatoLmin cnmcok Cncrema — cUCTeMHBIV pasgen
VHavkaTop namMatu Mporpecc-6ap O6BLEM 3aHATOro/cBo60AHOrO MecTa
YcraHoBUTL KHonka CoxpaHuTb

Ta6nunua 4.24. CUCTeMHble HacTPOAKN

Mpow3BonbHoe (UCrosb3yeTcs

Mma cuctemsl Mone BBOAA )

A B e-mail/SMS kak oTnpaBuTenb)
MeproANYHOCTE COXPaHEHUS AaHHbIX * Mone BBOAA 1-60 MUH.
YcTraHoBUTL KHonka CoxpaHuTb

4.4.15. HacTpoiika BpeMeHU
MyTb: CcTeMHble HacTpolikn > CUcTeMHble GyHKLMM > HacTpoiika BpemeHn

KapTa acNet MoxeT aBTOMaTUYeCKn CUHXPOHW3MPOBATL Yachl C CEPBEPOM BPEMEeHW BHELLUHEN UV BHY-
TpeHHel ceTn yepes npotokon NTP. AMUHNCTPATOPbI NCNob3yoT npoTtokon NTP Ana addekTnBHOM
yHUPMKaLMM paboyero BpemMeHn Heckonbknx kapT acNet 1 noBblLeHVs 3PGEKTUBHOCTA yripaBaeHNs.




PykoBOZCTBO MO 3KCMAyaTaLmm

MOY/\bC

WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA MOHUTOPUHT ogHOda3HbIX BT

ABTOMATUUECKAA CUHXPOHM3ALYA BPEMEHN
Ynpasnesue yerpofictaom

Cucremsie gy
* Uacosoit nosc

Crcremmibie dyrrun
uTC+3

Harcpoiica spemenia

Hacrpoiica sseixa * Cepsep spevenn

@aitn KonpurypaL timewindows.com

C6poc a0 3a80ACKMK HacTpORK
Orosnesve cucteust
Hactpoiika cetn v Tekyuwas Aata v Bpema

Ynpasnerie Tpesorau

Texywan aara u spems:

* Yeranoenentoe snadenve:

MpoByxaete no cetn

[T —,

Yrpasnerue norbsosarensmi
Ynpasnerue pacnucaniem

Bukiouenvie VBN

PucyHok 4.16. Hacmpolika epemeHu

a) ABTOMaTM4eckas CUHXPOHW3aLMA BpEMEHU:
YacoBoli nosic (oTHocuTensHo GMT no puHBUYY)
Bbl MoxeTe BblbpaTh oAnH 13 30 3HaueHuiA: oT UTC-10 go UTC+13, Bkatouasa nonyvacosble (UTC+3:30,
+4:30, +5:30, +6:30, +9:30, UTC-2:30).
CepBep BpemeHu: time.windows.com
HaxmunTe [U3mMeHNTB], BBeAnTe agpec nnu IP cepeepa BpeMeHn, Haxmute [[lo6aBUTb], 1 BBeAEHHOe
3HaueHVe NoSBUTCA B CMMNCKE HIXKe, yKasbiBas Ha ycneLlHoe AobaBneHve agpeca cepsepa BpeMeHu.
BblbepuTe paHee BBeAEHHbIN IP B cTON6LE cepBepa BpemMeHU, BbibepunTe 4acoBO MOSIC 1 Mepuoz aB-
TOMaTUYECKOM CUHXPOHU3ALMN, N HAXMUTE «HacTPOmKm».

NPUMEYAHUE:
3Ta GYHKLMS MOXET UCMO/b30BaThCS TONLKO eC/V IOKaNbHas CeTb VMEET JOCTYrN K BHELLHel
ceTV 1 aApec cepBepa He 3a610K/pOBaH.
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PykoBOZCTBO MO 3KCMAyaTaLmm

VI Mny bc KapTa ceTeBoro MoHMUTOpUHra

/ acNet (SNMP)
VCTOYHWKW BECMEPEEOMHOMO NMUTAHUSA MOHUTOPUHT ogHOba3HbIX VB

b) Tekywas gata v Bpems

B 06nactu gaTbl 1 BpEMEHW Bbl MOXETe 1CMOo/b30BaTh [YCTAHOBUTL 3HaYeHne] Ana HeMe/IeHHOro
06HOBNEHVS BpeMeHW, a Takke [CUHXPOHM3MPOBaTL N0KaNbHYH AaTy U BpeMms]

Celiyac: 2023-10-31 17:44:19
CVHXPOHM3MPOBAThL JIoKaslbHOE BpeMmsi:
YcTaHOBUTb 3Ha4YeHue: > 2023-10-31 17:40:45 > 06HOBUTL ceiyac

Mcnonb3yiite kKHonky [OGHOBUTL ceiAvac] Ans n3MeHeHVs AaTbl U BpeMeHW. BBeanTe gaTy 1 BpemMs
B M0/1e BBO/JA BPEMEHW, COOTBETCTBYIOLL|ee YCTaHOB/IEHHOMY 3Ha4YeHWIo, 1 HaxmuTe [OBHOBUTL ceiAvac).
Mcnonb3syinte [CAHXPOHU3MPOBATDL JIOKANbLHYIO AaTy N BpeMs] 415 YCTaHOBKM /IOKa/IbHOro BpemMeHu
B KauecTBe BpemeHu KapTel acNet.

Ecnvn o6HOBNEHNE AN CMHXPOHM3aL A yCnewHbl, MOABUTCA COO6LLL€HVI€ «OBHOBNEHWE ycnewHo».

I @ Successful Synchronization X

PucyHok 4.17. CuHXpoHU3aYUSA ycnewHa

Ta6nuua 4.25. ABTomaTmnyeckasa cMHXpoHusaums (NTP)

30 3HayveHwmii: UTC-10 ...

Yacosoli nosc BbinagatoLmnin cnvcok UTC+13 € Nony4acoBLIMM
CepBep BpemeHU BbinagatoLynii cnncok + pyydHor Beog  time.windows.com
Vi3MeHnTb KHonka [Jlo6aBuTb cBO NTP-cepBep
YcraHoBUTL KHonka CoxpaHuTb

Ta6nuua 4.26. TekyLiasa gata v Bpems

TekyLlasn Agata v Bpems OtobpaxeHune CucremHoe Bpems
CMHXPOH. AaTbl/BpemMeHun KHonka CuHxpoHwmsauma ¢ NTP
YCTaHOB/IEHHOE 3HayeHue [Mone BBOAA Py4Hoii BBOA
O6HOBUTBL celivac KHonka MpuMeHnTL

41
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PykoBOZCTBO MO 3KCMAyaTaLmm

MOY/\bC

WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA MOHUTOPUHT ogHOda3HbIX BT

4.4.16. HacTpoiika fA3blKa
MyTb: CCTeMHble HacTpokn - CucTeMHble GyHKLMM > HacTpoiika A3blka

QD 2060708 15417 U admn

Asbik WEB-wHTepdeiica
Ynpaenesie yeTpoficreom

Pycoxn

[
fsbIk cooblyeHmii SMS u Email

Harcpor

Hacrpoitca sauea
@ain xongurypaun

C6poc a0 sav0ackm HacTpoeK

PucyHok 4.18. Hacmpolika A3eika

Ta6nuua 4.27. A3bik WEB-nHTepdeiica

14 a3bIkoB: BAGSZ, English, Pycckunid, Espafiol, B{Adhsz,

A3bIK BbinagatoLumia - Bt N

WEB-MHTepbeiica cnucok Ereﬂch, Deutsch, Italy, Catalan, Turkge, Polski, 2t=0{, Portugués,
Cestina

YcraHoBUTb KHonka CoxpaHuTb

Ta6bnuua 4.28. A3bik SMS  Email

A3bIK co0bLeHn SMS n Email  Bbinagatowmii cincok  Te xe 14 s3bIkoB (He3aBucmo oT WEB)

YcraHoBUTL KHonka CoxpaHuTb
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PykoBOZCTBO MO 3KCMAyaTaLmm

VI Mny bc KapTa ceTeBoro MoHMUTOpUHra

/ acNet (SNMP)
VCTOYHWKW BECMEPEEOMHOMO NMUTAHUSA MOHUTOPUHT ogHOba3HbIX VB

4.4.17. Paiin koHpuUrypauymun
MyTb: CNCTeMHble HacTpolikn - CucTeMHble GyHKLMKY > Paiin kKoHdUrypaumm

« o0 0 ) 2026-07-081217:05 @ admin

3arpysuTe daiin KoHduUrypauum

Ynpasnenue ycTpoiicraom

Cucremsie gyvxianm -
Ll *Mocne 2arpysku SNMP Byae nepesanyuiena

“Tun sarpyxaemoro Gaiina: *<fg
Cucrennbie dywc

L Bibpars daiin
Hatcpoiika spemen

HacTpoiika sasika

Salin KohpArypalla | Ckauatb Gaiin KoHdUrypaLun

C6poc 40 2aBoAcKuX KacTpOeK

Obwosrenve cuctems & 3arpya

Hacrpoiika cemn v

PucyHok 4.19. ®alin koHpu2ypayuu

Tonbko y4&THasa 3anunce «admin» MOXeT BOWTW Ha CTPaHWLY NakeTHOW KoHouUrypaumn. ipyrve y4étHole
3anncKn Nofb3oBaTeneli He MOryT BOWTU Ha 3Ty CTPaHULY.

Ocoboe npumevaHue: ecnn bpaysep Huxe |[E9 nnu gpyrve 6paysepbl 1 HeT oTBeTa Npu Haxatuu
Ans Bblbopa daiina, noxanyiicra, 3arpysute Adobe Flash Player n3 MHTepHeTa 1 06HOBUTE CTPaHMLY
nocne ycTaHOBKM.

[3arpy3uTb ¢aiin KoHpUrypaumii]
+  3arpysuTb pain koHdurypaumnn
+  BblbepuTe TMN darina KoHPUrypaumm «.cfg»

© HaxmuTe KHOTKY «3arpy3vTb», ¥ MHANKATOP BbIMOJHEHUS HVKE MOKAXET, yCreLwHa n 3arpyska.
CricTemMa nepesarpy3nTcs Moc/e 3aBepLUeHus 3arpysKku.

[CkauaTb NakeTHYI0 KOHGUrypauuio]
+ Ckauatb parin KoHuUrypaumii
+  Ckavatb

Ta6nunua 4.29. 3arpyska KoHduUrypauum

3arpy3uTb dalin KoHpurypaumm  3aronoBok Mmnoprt .cfg

Bbibpatb darin KHonka Beibop .cfg paiina

3arpyska KHorka OTtnpaBuTb dGaiin Ha KapTy
BHUMAHUE

nocne 3arpysku SNMP byzeT nepesanyLieHa.

Tun 3arpyxaemoro ¢aiina: *.cfg.




PykoBOZCTBO MO 3KCMAyaTaLmm

MOY/\bC

WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA MOHUTOPUHT ogHOda3HbIX BT

Ta6nuua 4.30. CkaunBaHue KoHUrypauum

CkayaTtb paiin KoHoUrypaumm 3aronoBoK Skcnoprt .cfg
3arpyska KHonka CkayaTb TekyLLyto KoHOUrypaLumo

4.4.18. C6poc A0 3aBOACKMX HaCcTpoeK
MyTb: CCTeMHble HAacTPOKkK > CUcTeMHble GyHKLMM > COPOC A0 3aBOACKUX HACTPOeK

2026-07-08 12:17:47 B admin

C6poc ucropun
Vapasaene yerporicraon

Cucremnsie dynkumm ~

HacTpofika sabika

C6poc A0 3aBOACKMX HACTpoeK
@aiin KoHpUrypaLUH poc A A P

(O6HoBNEHME CHCTeMbI [CEETEEEI S LTl “BoccTaHOB eHye 3aBOACKVX HACTPOEK NPUBEAET K YAINEHWIO BCeX GailnoB KOKDUTypaLmA 1 Gaiinos 6assi AakHLIX 1 Nepesanycky cucTeMs!

Ynpaenerite Tpesoram v

PucyHok 4.20. C6poc 9o 3a0800CKUX HACMPOEK

Ta6nunua 4.31. C6poc ncropmun

O4nCTUTL NOr COBBLITUN *)XypHan AaHHbIX byAeT ouuLleH
OUNCTUTL NOT AaHHbIX *)XypHan cobbITin byaeT ounLLeH

Ta6nunua 4.32. MonHeliA c6poc

*YpaneHue Bcex $parinos koHGUrypaumm n b/1, nepesanyck

C6poc 10 3aBOACKMX HACTPOekK
pocA A P CNCTEMDI

BHUMAHUE

BoccTaHoBIeHMEe 3aBOACKMX HACTPOEK NPUBEAET K yaaneHuto Bcex Gpaiinos KoHUrypaumm
1 $alinos 6asbl JaHHbIX 1 Mepe3anycky CUCTeMbl.
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PykoBOZCTBO MO 3KCMAyaTaLmm

MOY/\bC e

WCTOYHWKM BECMEPEBOMHOMO MUTAHUSA MOHUTOPUHT ogHOda3HbIX BT

4.4.19. O6HOB/IEHNE CUCTEMDbI
MyTb: CCTeMHble HacTpokn > CUcTeMHble GyHKLMM > OBHOBNEHNE CUCTEMBI

#Tocne ycnewHoro 3a8epLIeHyR OBHOBAEHYA NEE3Arpy3HTe cucTeny

Vnpaanenme ycrpoficraom “Tun 3arpyxaemoro Gaiina: *bin

L BuiGpars paiin
Cucremnsie gy ~
Crictenmiie Gy
Harcpofica speweni
Hacrpofixa azsixa
@aiin kondurypaum
CEPOC 40 3aBOACKIX HACTRORK

O6Hosnenme cucremsi

Hacrpofika cetn

PucyHok 4.21. O6HoseHuUe cucmemsl

BbibpaTb darin KHonka Bei6op .bin
3arpyska KHonka 3arpysuTb NPOLUNBKY

BHUMAHUE
Moc/ne ycrewwHoro 0o6HOBEHYSt epe3arpysnTe CUCTeMy.

Tun ¢arina: *.bin.

4.4.20. HacTpoiikn ceTeBOro NoAK/lo4eHUs
MyTb: CncTeMHble HacTpolikK > HacTpolika ceTn > HacTpoKy ceTeBOro NoAKMtoYeHNS

0 ) 2026-07-0812119:46 K admin

HacTpoiiku ceTeBoro noaKtoueHms
Ynpaonenue yerpoiicraom
Cucrewmsie $yrcun
+ Pexim pabotui: OHCP
Hacrpoiia cern -
Hactpoicu ceresoro noacniovenun | - * 1P-AaPec
Hacrpoiics SNMP
+Macka noacern:

HacTpoiicw uHTepreta seweit

Hactpofixw cepsepa Modbus * Waios no ymonsanmmo:
Ynpaenenue Tpesoram
Mpeanoumrensibiii DNS-

Ynpasnense nosssosatensu
cepaep:

Ynpasnenue pacnucarimen

Buniouerme VBN Ansreprarusruii DNS-cepep:

Otcnyxvisanme

PucyHok 4.22. Cemeasle HacmpoUku




PyKOBOACTBO no skcnayatTaunn

MOY/\bC

WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA MOHUTOPUHT ogHOda3HbIX BT

DHCP — aBTOMaTm4eckoe nony4yexue P

Bbinagatownii -
AdtoLLY (nonsa ToNbKo Ans uteHms) / CtaTtnyeckni

Pexxum paboThbl

crmeok IP — py4HoWi BBOj,
IP-Aapec [Mone BBOAA CraTnuecknii IP (HeaktnsHO npu DHCP)
Macka noacetu [Mone BBOAA Macka nogceTtun
LLnto3 no ymonyaHmto Mone BBOAA OCHOBHOIA LWNt03
MpeanoututensHbli DNS-cepep  lMone BBOAA Primary DNS
AnbTepHaTuBHBbIN DNS-cepep Mone BBOAA Secondary DNS
YcTaHoBUTB KHonka CoXpaHUTb ceTeBble HAaCTPOLiKMN

4.4.21. Hactpoiiku SNMP
MyTb: CncTemMHble HacTpoliky - HacTporika ceTn - Hactpoiiku SNMP

Yepes npoTtokon SNMP kapTta acNet Takxe MOXeT KOHTPOoAnpoBaTbcst XocToM NMS B ceTu 1 akTMBHO
OTNPaB/ATL trap-coobLLeHVA Ha ornpeAenéHHble XOCTbl. Y06HO 414 Nofb30oBaTeNnein Ans LeHTpanvso-
BaHHOro MOHUTOPWUHra 1 ynpasneHus.

i .
MIB

acNet

Obtain MIB value

|
— Respond MIB value
>
UPS2 E a acNet
uIiB

g
Snmp manager

Respond MIB value

UPS3 @‘_‘ - ot |
acNet Obtain MIB value
MIB
O6bIYHO 1cnonb3yemMble Bepcun npoTtokona SNMP BkatouatoT SNMPV1, SNMPV2 n SNMPV3.
Kapta acNet nogaepxvisaet sepcunin SNMP:

Beb-cTpaHuvua kapTbl acNet SNMPV1
Be6-cTpaHuua kapThbl acNet SNMPV2
Be6-cTpaHuua kapThbl acNet SNMPV3
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06Lme HacTpoiikn

+  WNmsa cuctembl:
KapTa acNet HacTpanBaeTcsa nonb3oBaTenem Ans yA06CTBa MAeHTUOUKALUM aAMUHNCTPATOPaMU.

+ Pacnono)xeHme cUCTEMbI:
Monb3oBaTenNb yKasblBaeT MecTononoxeHune kaptol acNet. Npy BO3HNUKHOBEHWI aBapun Ha NOJ-
KNOUEHHOM VBT aAMUHNCTPATOP MOXET 6bICTPO HANTW MeCTOMNONOXEeHMEe YCTPOUCTBA, YTO
obneryaet ynpassieHue 1 06CyXnBaHue.

* Nopt SNMP:
Homep nopTa, ncnonb3syemblii Be6-cTpaHuLieid kapTel acNet Ans nonyveHns 1 nepejadnt KOMaHs
v nHpopmaumm SNMP. Mo ymondaHuio 161.

+ TMopT npmnéma Trap:
Homep nopta npréma coobLeHwnii Trap, no ymondaHuio 162.

+ 3HaueHwue Engine ID SNMPv3:
Mcnonb3oBaHue Bepcvt SNMPV3 TpebyeT, uTobbl Be6-cTpaHuLa kapTbl acNet umena kog Engine
ID B kKayecTBe CBOErO YHMKaAbHOrO NAeHTUdMKaTopa ANA reHepaLumn kaoda Ana ayTeHTnuduka-
LU 1 WwndposaHusa. dopmart 3Toro naeHTUdrKaTopa MOXHO BbibpaThk 13 BbiNajaroLlero crnmcka
(MAC-aapec / IPv4 / IPV6 / pydHas HacTporika)

e

Vi cucremsi UPS Agent

Ynpasrene ycrpoiicrsom
Cactewnsie dyweunn v
Hacrpoiixa cern A PacnonoXenme cucrens My Office
Hacrpofixw ceresoro noaxonentn
ARMUHAETPaTOP CCTeMb: Administrator
Hacrpodixa SNMP
Hacrpoiixw nHrepHera seweii # SNMP-nopr: 161
Hacrpofixw cepoepa Modbus
* Mpuenmsii nopr Trap: 162
Ynpasrenue pesorava v
Ynpasrenue nonssosatens #Tun SNMPY3 Engine ID MAC
Ynpassene pacnncanen

3uauenve SNMPV3 Engine ID:
Biknmosenvie VM

Obcryxusarue

PucyHok 4.23. SNMP — obujue
Mocne 3aBepLUeHNA HAaCTPOVIKM HaXMWTe KHOMKY [YCTaHOBUTB], 1 MOABUTCA COO6LLEHMe «YCTaHOBEHO
YCMELUHO», MPexe YeM HacTPOVKW BCTYMNSAT B CUAY.

Confirm?

Cancel oK

r
| © setSuccessfully X 1
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HacTpoiikn KoHTpons goctyna
+ IP-agpec agMUHNCTpaTopa:
Monb3oBaTenn MOryT HasHauNTb AecATb XOCTOB C onpesenéHHbIMY IP-ajpecamn B kadecTse aj-
MWHUCTPATOPOB, BBeAA AornycTuMble IP-agpeca. Ecin IP-agpec agMnHMUCcTpaTopa He yCTaHOB/IeH,
Nto60oiA IP MOXeT OCyLLIeCTBAATL yripaBaeHue.

10131554 U admin

1P-Aapec Bepaun Community Paspeuenvic Mpamesanne

Ynpasrenme ycrpoficrson
[rE——
e public Her soctyns
Hacrpoiia cetn B
. [ ublic Her gocryns
Hactpoiixn ceresoro noacovenyn L aocry
Hactpofixu SNMP Be public Her aocryna
Hactpoicn wireprera seuiei
Be public Her soctyna
Hactpofixn cepaepa Modbus
Ynpaeneswe rpecoram e public Her socryna
Ynpasreswe nonssopaenmn . > [ puic JE—
Ynpasresme pacnucamen
Be ublic Her aocryna
Burcnouenne V6N - o
Mposyxaghwe o cera Bee public Her zocryna
[os—
Bee public Her socryna

Bee public Her gocryns

PucyHok 4.24. SNMP — Hacmpoliku docmyna

Ta6nuua 4.33. 3aronoBKmn cToN16L,0B

IP-Aapec TekcToBoe none IP-agpec nan noaceTs agMUHUCTPaTOPa
Bepcusa BbinagatoLwmii cnncok Bepcua SNMP ans storo xocrta
Community TekcToBoe none CTtpoka coobLecTBa (Maposb)
Pa3pelueHne BbinagatoLumii cnmcok YpoBeHb AocTyna

MprmeyaHne TekcToBoe rnone KommeHTapuii agMnuHucTpaTopa

Ta6nunua 4.34. 3HaueHuMs nNo ymonyaHuio (Bce 10 cTpok)

IP-Agpec *(nycTo)*
Bepcus **Bce**
Community **public**
PaspelueHne **HeT goctyna**
MpumeyaHmne *(nycTo)*

48

Bepcus 1.1.001




PykoBoZCTBO Mo 3KcmnyaTaumm

VI Mny bc KapTa ceTeBoro MoHMUTOpUHra

/ acNet (SNMP)
VCTOYHWKW BECMEPEEOMHOMO NMUTAHUSA MOHUTOPUHT ogHOba3HbIX VB

Oonuum BbiNaAaKLLMX CNNCKOB

Ta6nuua 4.35. Bepcus:

Bce SNMPv1, SNMPv2 n SNMPv3
SNMP V1 1 SNMP V2 Toneko vl nv2
SNMP V3 Tonbko V3 (TpebyeT HaCcTPOWKM NoNb3oBaTeNs/napons/WmnppoBaHns)

Ta6nunua 4.36. PaspelueHue:

Het goctyna 3anperT ynpasieHus
YreHne TonbKo YTeHve NnapamMeTpoB
YTeHue v 3anuncb MonHbIV gocTyn

Ta6nuua 4.37. KHonkn

**YCTaHOBUTBH** CoxpaHunTb BCe n3MeHeHus B Tabanue ACL

+ Bepcus:
YcraHoBuTe Bepcnto SNMP, ncnonb3syemyro Ana CBA3M C XOCTOM ajMUHMCTpaTopa (Bce/SNMP
V1 1 SNMP V2/SNMP V3). Mpn BbI6bope 1cnonb3oBaHna Bcex sepcuii 1 SNMP V3 Heobxoanmo
HaCTPOUTb UMSA NOb30BaTeNA/Napob/ayTeHTUPUKALIMIO/MHPOPMALIMIO O LUMPPOBAHNN.

+  Ctpoka Community:
XocT agMUHUCTpaTopa 1 Beb-cTpaHuua KapTbl acNet JOMKHbI UMeTb O4MHAKOBYH CTPOKY
Community, MHa4Ye OHU He CMOryT 06MeHMBaTbLCS AaHHbIMK. CTpoka Community Be6-CcTpaHULbl
kapTbl acNet no ymonyaHuto — public.

+ MNpasa:
YcTaHOBUTe NpaBa agMuHUCTpaTopa (6e3 ynpaBneHus/yTeHne/YTeHne 1 3anmnchb).

MPNMEYAHME:

LII‘J npeaocTaBbTe ONMcaTeNbHyHO I/IH¢OpMaLI,I/II'O ansa y,ﬂ,O6CTBa 3anpoca n ynpasneHus.
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+ HacTtpoiiku yBegomneHuii Trap:

Obuve wacrpoikn | Hacrporo socryns S

1P-Agpec Mpuaro Community Mpaesane

Vnpasnene ycrpoicraom

[ —

Hacrpoika cerw -

Hac

eresoro noakoueHAs
Hacrpoiin SNMP I e
Hacrpoics uhTephera seuiel
Hyneson public
Hacrpoicn cepaeps Modbus
Vnpasnewe tpesorau v Hynesoii
Vnpasnene nonssosarens - e

Ynpasnene pacnicanen
Hyneson public

Mposyaesne no cern Hynesot public

[E—

Hyneson public

Konnecreo noe.

[Trp—

PucyHok 4.25. SNMP — Hacmpoliku TRAP

Ta6nuua 4.38. Tabnuua nonyyateneii (10 cTpok)

IP-Aapec TekcToBoe rone IP-agpec nonyyatensa Trap
MpuHato BbinagatoLmii cnmcok Tun/sBepcua Trap-coobLLEeHNs
Community TekcToBoe rone CTtpoka coobLectBa
MprmeyvaHne TekcToBoe rone KommeHTapuii

Ta6nuua 4.39. 3HaueHUs No ymon4vaHuio (Bce 10 CTpok)

IP-Agpec *(nycTo)*

MpuHATo **HyneBol** (0TKOYEHO)
Community **public**

MpumeyaHmne *(nycto)*

Ta6nunua 4.40. Onuum BeiNagatoLlero cnmucka «MpuHATO»

Hynesow OTkntoueHo — Trap He oTnpasaseTcs
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MNCTOYHWKMN BECNEPEBOMHOMO MUTAHUA MOHUTOPVHT 0AHO(a3HbIX VBT
SNMPv1 Trap Trap no npotokony SNMPv1
SNMPV2 Trap Trap no npotokony SNMPv2
SNMPV2 Inform Inform no SNMPV2 (c noaTBepXAeHMeM NonyyYeHns)
SNMPv3 Trap Trap no SNMPv3 (WwnpoBaHve + ayTeHTUdrKaLms)
SNMPv3 Inform Inform no SNMPV3 (c noaTBepxaeHnem)

Ta6nuua 4.41. MNapameTtpbl noBTopos (A15 Inform)

Konunuectso nosTopos  **3** Ckonbko pa3s nosTopuTk INform npu oTCyTCTBMN NOATBEPXAEHNS

Bpewms oxugaHus FHRGEH VHTepBan mMexay noBTOpamMu (CeKyHA)

Ta6bnuua 4.42. KHonkun

**YCTaHOBUTBE** CoxpaHWUTb HacTporiku Trap

IP-appec nonyuatens Trap:

MOXHO HacTpoUTb A0 AecATN noayyaTenei ysegomneHuii Trap, ncnonbsys IP-agpec.

Mpuném:

Mcnonb3yiiTe BbiNaAatoLLmMin cnvcok ans Belbopa Bepcun SNMP Trap nav Inform gns nonyueHus.
Mpwv Bbi6ope SNMPV3 Trap nau Inform, noxanyiicra, HacTpoliTe Naponb YYETHON 3anucu 1 UH-
dopmaumto 06 ayteHTUPMKaumm v wndposarHm (SNMPv1 Trap / SNMPv2 Trap / SNMPv2 Inform /
SNMPv3 Trap / SNMPv3 Inform).

+ Crtpoka Community:
Monyyatens Trap v Beb6-cTpaHuLa kapTbl acNet J0/KHbI UMeTb O4NHAKOBYH CTPOKY A/ CBA3W,
no ymonyaHuto — public.

MPAMEYAHME:

m J 3TO MoJsie MOXeT NCMOoIb30BaTbCA agMUHUCTPaTOpaMn AN MOMETKN CBA3AaHHOIo
cojep>xunmoro.

+ 3anpoc ysegomneHns SNMP:
YcTaHOBUTE KONNYECTBO Pas3 1 MHTepBan 414 3anpoca KapToli acNet 0TBETOB OT OTNPaBAeHHOro
xocTa Inform. 3HaueHre No ymon4aHuo — 3 pasa c UHTepBasom 5 cekyHa. Monb3oBaTenv MoryT
HaCTPOUTb ero B COOTBETCTBUM CO CBOVIMW NOTPEBHOCTAMMN.

Huxe npeAcTaBneH npovecc npocMoTpa Trap.

BHUMAHUWE

nocsie HacTpoiikm IP-agpeca nonyydatens Trap Ha KOMMbloTepe noayyaTens Heo6X0ANMO
YCTaHOBUTL NPOrpaMMHOe obecreyeHue ans npocmoTpa Trap.

Huxe nprBeAéH npumep ncnonbsosanusa «MIB Browser» ana npocmotpa nHopmaumm MIB:




ViIMIIY,

bC

WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA

% IResoring M Browser

File Edt Operations Tools Bookmarks Polls Help

PyKOBO,qCTBO no skcnayatTaunn
KapTa CeTeBoro MOHUTOPUHIra

acNet (SNMP)

MOHUTOPUHT ogHOda3HbIX BT

Address: 192.168.2.219 - Advanced.

OID: (13612133

Result Table

i

psObjects
7 upsident

= upsBattery
@ upsBatteryStatus
@ upsSecondsOnBatery.
@ upsEstimatedMinutesRemaining
@ upsEstimatedChargeRemaining
@ upsBatteryValtage
@ upsBatieryCurrent
@ upsBatteryTemperature

upsBypass
upsalam
7 upsTest
= upscontrol
= psConfig
upsTraps
= upsConformance

Operalions  Tools

co®ma«

Trap Receiver *

- o x

| operatons: Gat | @

Description

Source Time

severity

upsMiB.
op 13612133
MB | UPSMB

Status

1. CkauaiiTe akTyanbHyto Bepcuto MO 13 MHTepHEeTa 1 yCTaHOBUTE Ha pabouyto CTaHLMo
2. 3arpy3ute MIB daiinbl, NpesocTaBaeHHble Npov3BoAMTeNneM obopyaoBaHus: File > Load MIBs -

darin Ha Bawem MK

3. YkaxwuTe IP agpec kapTbl acNET

8 e ME T . R W e e

|[ Fte Edit Operations Tools Bookmarks Help

Adress

WIE Tree

£ L oroduets

4. 3anyctute TRAP Receiver: Tools > TRAP Receiver

s -] Aveed. [ 13816098 1113240 <] Gperations: [6et Text - e
| e e Feceiver %]
1| Tane/om Vi [ome [orrn [
0 iso, org, dod. internet |frivate. enterprises. ppe ﬂ I T Rng0/151 [oetetse |2 817 | @
[ e rro——y (S — T Tt e = 1a 1= llsen |

Mpu OTCYTCTBMM OWIMGOK B HacTpolikax TRAP yBegomaeHns 6yayT nocTynaTb Ha Bal komnbloTep.

Operations  Tools Database.

co®a4

Deseription | Sewrce Time

pecific 3, 13812152 172 15,196 201 —
specific 3 155121332 172 10 192 221 Ty
ot (7210 820 o300 co-0.88
cotistare 172 10 196 201 hors-o12e o028
st 172,10, 195,20 Ey——
ottt 17210 198 21 hor3-01- c5:0.2
cotistare 172 10 196 201 ey
it 172 16 196 201 hors-o1- cs:s110
cotestare 172 10 196 201 ey
Source: 172.16.194.241 Timestamp: 3 seconds SNMP Version:
Enterprise: 136121332

Specific: 3

Generic: enterpriseSpecific

Variable Bindings:

Name: 1361213316211

Value: [Integer] 0

Name: 1361.2.1.331.6.21.2

Value: [0ID].1.3.6.1.21.33.1.63.20
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4.4.22. Hactpoiikm loT (MQTT)
MyTb: CncTeMHble HacTpolikn - HacTporika ceTu > HacTpoiku nHTepHeTa BelLlieit

KapTa acNet noaaepxvsaet npotokon MQTT 1 MOXeT NogkMto4aTeCa K naatpopme ynpasneHus loT.
Mepexntoyatens «BKJ/1.» aktuerpyeT MQTT-KAMEHT (Mpu BKAOYEHWW Mons pa3bnokmpytoTcs). MNapametp
«MQTT Model» nmeet 3HaueHue «Mo ymonuaHuto». HactpoliTe IP-agpec n nopt cepsepa MQTT (cTaH-
AapTHbIV: 1883). MoaaepxunBaeTcs SSL-npposaHume (Hekbokc). Ecnv cepsep TpebyeT ayTeHTUdMKaLMK,
BBEMTE UMSA YYETHON 3anncu 1 Naposb.

10T-cepsep

PucyHok 4.26. loT/MQTT

BKJ1. [Mepexntoyartens Bbikn. / Bkn.

MQTT Model BbinagatoLmii cnmcok Mo ymonyaHuo
IP-Agpec Mone BBOAA Azpec 6pokepa
Howmep nopTa MNMone BBOAA 1883

ViMa nonb3osatens MNMone BBOAA NornH

Maponb MNMone BBOAA Maponb

Clientld Mone BBOAA YHUKanbHbI 1D
MpeameT (Topic) Mone BBOAA dtp/maqtt/<cepuniiHblii>
SSL Yekb0KC Bxkn./BblkA.
YcraHoBUTb KHonka CoxpaHuTb

4.4.23. HacTpoiiku cepBepa Modbus
MyTb: CncTemMHble HacTpolikn - HacTpolika ceTn - HacTpoiiku cepsepa Modbus

Kapta acNet noaaepxvisaet ModbusTCP. Homep nopTa MOXHO 3asaTb B AnanasoHe 502 nnn 1024-49149.
BblnagatoLmi cnncok «Tun ycTponcTBa» No3BoAseT BblbpaTh System (CMCTeMHbIe PerncTpbl KapTbl) Uan
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UPS (peructpbl noakntouéHHoro MBM). Mpu Bbibope UPS 1 HaxaTuu «3anpoc» 3arpyxaroTcs Tabnunubl pe-
ructpos: 0x02 (Discrete Inputs), 0x04 (Input Registers), 0x03 & 0x06 (Holding Registers — uTeHue/3anucb).

Hactpoiiu cepaepa Modbus

« Howep nepra 0562 1024 - 49149

< yepoiices: | e * Howep ooppacsan: | 1
U
[
o - . prw— e e
Je—
0x04(Yrerue)
opeces - - [rev— [ p—
J——
0403 & 06 renne/sarcs)
[ r - pre— [, cmame
PucyHok 4.27. Modbus
Ta6nuua 4.43. MopT
Howmep noprta Mone BBOAA 502 nnn 1024-49149
YcraHoBUTb KHonka CoxpaHntb

Ta6nuua 4.44. Boibop ycTpoiicTBa

Tun yctporictea BbinagatroLymii cnmcok System / UPS

Homep obopyaoBaHus BbinagatoLmii cnmcok 1#

3anpoc KHonka 3anpocuTb perncTpbl
3arpyska KHonka SkcnopT

Ta6nuua 4.45. Ta6nunLbl perncTpos

0x02 (YteHwne) Discrete Inputs ID, msi, Tun, KoaddpuumenT, EanHmLa, OnncaHne
0x04 (YteHne) Input Registers ID, msi, Tun, KoaddpuumenT, EgnHuLa, OnuncaHmne
0x03 & 0x06 (4YTeHune/3annck) Holding Registers 1D, s, Tun, KoapduumeHt, EanHmLa, OnvcaHne
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4.4.24. HacTpoiika CMrHanoB TpeBoru
MyTk: CUCTeMHble HacTpoikK - YnpasBneHve TpeBoramu - Hactpoiika CMrHasoB TpeBoru

s [ —

Cosumue Yponens cosurun

PucyHok 4.28. CuzHassl mpesoau

Ta6nuua 4.46. PUnbTpbl

Tun ycTporictea BbinagatoLymnii cnvcok Cucrema
Homep obopyaoBaHus BbinagatoLumii cnmcok 1#

3anpoc KHonka 3arpysuTtb
YcraHoBUTL KHonka CoxpaHunTb

Ta6bnuua 4.47. Tabnuuya

Howmep MopsaaKoBbIVi HOMep
CobbiTne HassaHue curHana
YpoBeHb cobbITHA 0-15

Ta6nuua 4.48. YpoBHU aBapuii

0 Het 3anucwn, HeT TpeBoru —

1 3anncb BO3HUKHOBEHWS, HET TPeBorn —

2 3annck BO3H. + UCYE3HOBEHNIS, HET TPEBOT =

3 O6Luasn TpeBora — 3anuchb + CUrHan @ XEnTbiii
4-15 KpuTnuHaa Tpesora — 3anucb + CMrHasn @ KpacHbiii

ﬂ,ﬂﬂ BbIBOAa MOJIHOIo CrnmckKa CMrHanoB TpeBor HeO6XOAI/IMO BbIMNOJIHUTb A6I7ICTBI/IFII

+  Boibpatb VB B none «Tun yctporictea»
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+  BblbpaTb HOMep 060py0BaHUSA
+ HaxaTb KHOMKY «3anpoc» AN NoayyYeHnsa AaHHbIX

Ha skpaHe 0T06pa3nTCa NOAHBIN CNCOK YBEAOMAEHWNIA, OCTYMHBIX K HAacTporike. Kax bl curHan Tpesorn
MMeeT CBOW ypoBeHb onacHocTu (0 - 15):

0 - 06bIYHOE CO6bITVE, HE MPeACTaB/IStOLLEE OMACHOCTU. He perncTpupyeTcs B XypHane cobbITuii
1 He BblAAeT NpeAynpexaeHuii.

1 - cobbITME He3HAUNTEeNbHOro YpoBHS. Ecv cobbiTvie nponajaeT, To 3anuch B XypHan cobbIThiA
He NponcxoanT. ECn cobbiTre ocTaeTcst, MPOMCXOANT 3anmchb B XXypHa. He BblgaeT aBapuiiHbIx
yBeAOMAEHNA.

2 - cObbITUE He3HAUNTENBHOTO YPOBHA. 3anuce B XKypHan cobbITNIA npon3BoOANTCA Kak B ciydae no-
ABNEHUNS COBbITUS, Tak U ero nponagaHunsa. He BblgaeT aBapI/IVIHbIX yBeAOMJ’IeHI/IVI.

3 - aBapuiiHoe CobbITVe 6a30BOr0 YPOBHS, MapKMPYETCSH XeNTbiM LiBeTOM. [pon3BOAMTCS 3annch
B XXypHan cobbITUIA KaK NMpu ero NosiBAeHnK, Tak 1 Npv nponagaHuni. NponsBognTCS Takxe 3anmnce
B XXypHan aBapuiiHbIX yBeOMAEHWIA.

4 - aBapuiiHoe cobbITe BLICOKOrO YPOBHS, MapKUpyeTcs KPacHbIM LiBeTOM. [py BO3HUKHOBEHNN
COBbITVS MPOV3BOANTCS €ro 3anunchb B XypPHasbl, MOC/Ie Yero BKIYAETCS CUTHAA OMoBeLLeHNst
06 aBapuun.

Monb3oBaTeNb MOXET CaMOCTOATE/ILHO MPUCBOUTL YPOBEHb OMACHOCTA KaX/A0My COBbITUIO MPOCTbIM
BbIGOPOM 113 PACKPbIBAOLLLErOCsi OKHa HaMPOTUB KaX/0ro CobbITHS:

Homep Cobine Yposens cobbimus

1 Hapywenie censn 4

2 WnrerpansHan Tpesora 0

3 ABAPVIAHOE OTKA.

4 Orkas moayns Gaiinaca

5 Oumbka sxona VBN 4
6 Ouwwmbra sbixosa VIEN 6

7 Orkas senmunATopa 0

4.4.25. HacTpoiiKn 3N1eKTPOHHOV NOYThI
MyTb: CnCTeMHbIe HaCcTPOViKKN - YNpaBneHve TpeBoramu > HacTpoky 31eKTPOHHOM MoYTbI

KapTta acNet MoxeT oTnpaBnsiTe COBLITUS, MPOUCXOAALLME C MOAKNOUYEHHBIM VBT, Ha yKasaHHbI/ no-
UTOBbIN AWK Yepes yBeAOMIEHWS MO 3N1eKTPOHHOI noyTe.
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Mourossifi cepsep

* Mowrosu cepeep;

* Howep nopra: B

[ T en— “

Napon:

* Aapec ormpasiTens:

Oteryxmanve

[ p— aim

Adpec nonyarens:

PucyHok 4.29. 3n. [Touma
[insi HacTpoikK cOOBLLeHNI HeObXOAMMO 3aMONHNTEL COOTBETCTBYHOLLME MONSA Ha CTPaHULe:

Ta6bnuua 4.49. Nons

MouToBbIVi cepBep * [Mone BBOAA SMTP (IP nnu gomeH)
Homep nopra * Mone BBOAA 25

Tvn nogkntoUeHnUs * BbinagatoLnii cnrcok bes wndposaHusa / SSL
JlornH * Mone BBOAA Y4yéTHas 3anmcb
Maponb [Mone BBOAA Maponb

Azpec oTnpasutens * [Mone BBOAA XXXX@XX.XX

Vms oTnpasutens * Mone BBOAA OTobpaxaemoe nmMs
Tema nucbma * Mone BBOAA alm

Azpec nonyyartens [Mone BBOAA [lo 20 agpecos

Ta6énuua 4.50. KHonkun

OTnpaBnTbL TeCTOBOE I/1EKTPOHHOE MNCbMO MpoBepka
YcTaHoBUTL CoxpaHnTb

+ Appec noyTOBOro cepBepa:
3710 agpec SMTP-cepBepa MNOYTOBOrO ALLMKA, KOTOPbIV MOXET 6bITh IP AN AOMEHHbBIM UMeHEM.
Onuumsa «Tun NOAKNOYEHVA» NO3BONSAET BblbpaTh «be3 WwinppoBaHMs» nam «SSL» (3almLEHHoe
TLS-coeanHeHme).
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* Howmep nopra:
YcTaHoBUTe HOMep KOMMYHUKALIMOHHOTO MOPTa, HE06XOAUMBIV A1 OTMPABKM 31eKTPOHHbIX MCEM.
Mo ymonuaHuto 25, HeO6X0AMMO OMpeAeNUTb B COOTBETCTBUM C KOHKPETHBIM MOYTOBbLIM CEPBEPOM.

+  ApApec 3NeKTPOHHOI NoYTbl OTNpaBUTeNs:
HeobxoanMMo yKkasaTb agpec 3/1eKTPOHHOM MOYUThl XXXX@XX.XX, KOTOPbIA ABASETCA afipecom
3N1eKTPOHHOM MOYThI MO YMOTYaHUIO YYETHOW 3anncy nosnb3oBatens kapTel acNet. Mocne Bo3-
HUKHOBEHWsi aBapuiiHOro cobbiTus kapTa acNet 6yzeT oTnNpaBasTe COO6LLEHUS Ha 3TOT agpec
371eKTPOHHOI MOYTHI.

+  YyéTHasA 3anuchb:
Ecnv nouToBebIv cepBep TpebyeT ayTeHTUdMKaLUKM, NOXANYNCTa, YKaxXmTe 34ecb YUETHYIO 3arnncb
AN ayTeHTudmnKaumu.

* Naponb:
Ecnv nouToBbIVi cepBep TpebyeT ayTeHTUdMKaLMK, NoXanyncTa, yKaxute 34ecb naposb 414 ay-
TeHTUGUKaLMN.

+ AApec 3/1eKTPOHHOI NoYTbI Nony4yaTens:
AZpec 31eKTPOHHOI NOYTbI NoAyYaTens (415 NOAYyYEHNUs exefHEeBHbIX OTHETOB 1 MHGOPMaLMN
06 aBapusix).

Ykaxurte «ajpec BﬂeKTpOHHOVI MOYThbI Mony4aTena» N HaxmmTe <<OTI'IpaBl/ITI> TeCToBOE NMNCbMO».

Koraa TecToBbIli MOYTOBbIN LMK MONYYUT MUCbMO, OTMIPABAEHHOE C «ajpeca 31eKTPOHHON no-
UTbl OTNPAaBUTENA», 3TO 03HAYAET, YTO CepBep AEVICTBUTENEH 1 MOXET OTMPaBAATE 3NEKTPOHHbIE
nUcbMa BO BHELLUHUIA MUp.

Haxmute KHonky «HacTporikmny» HuXKe, 4TObbl COXPaHUTL BBEAEHHYIO MHPOPMALMIO AN OTNPABKM
3/1eKTPOHHbIX MUCEM NPU BO3HUKHOBEHUW aBapuK (MprYMeYaHune: ceTb, B KOTOPO HaxoAnTCA
KapTa acNet, Jo/KHa MMeTb ZOCTYN K NOYTOBOMY cepBepy). Ocoboe npumevaHue: MNpu U3mMeHeHn
wara @ nan wara @ HeobxoANMMO HaxaTb «HaCTPOVKM» ANS COXPaHEHNS N3MEHEHWI, npex/je
YeM OHW BCTYMAT B CUAY.

YBeomneHns 06 aBapusix No 31eKTPOHHOW NoYTe noaAepxmnsatoT 40 20 agpecos 3N1eKTPOHHON NoYThI.
MPAMEYAHME:
€C/IN TeCTOBOE MMCbMO He yAaéTcs 0TNpaBnTb, HE06X0AMMO NOATBEPANTL CleaytoLLlee:

+  TMpaBwibHbI 1 aZpec 1 MOPT MOYTOBOrO cepBepa?
+ TMpaBuibHbI 1 YYETHASA 3aMNCb Y NApOsb AN BXOAA?
+ MoXeT I ceTb, B KOTOPOii HaxoauTcst acNet, MOAKIHUNTLCSA K MOYTOBOMY CEpBepy.

Ans MPOoBEPKN BblLLeyKa3aHHbIX LWaroB Bbl MOXeTe NCMNO0J/Ib30BaTb foxmail n Apyroe nporpaMmmMmHoe
obecneyeHve ans TeCcTpoBaHUA.

[Na HeKOTOPbIX MOYTOBbIX ALLMKOB HEOOXOAMMO 3aiTN Ha odULManbHbIV caliT, YTO6bl aKTUBUPOBATL
cnyx6y SMTP 1 nogaTh 3asiBKy Ha BbIe/IEHHbIA Naposib, MPEXAe YeM MOXHO BYAeT 1UCMOoIb30BaTh
CTOPOHHIOKO OTMPaBKY.

4.4.26. HacTpoiika yBegoMIeHUM

MyTb: CUCTEMHbIE HACTPOIAKM - YNpaBneHune TpeBoramu - HacTpoiika yBeZoMaeHnii

KapTta acNET nogaepxwaeTt Ao 20 nonyyaTeneii aBapuiiHbix onoseLleHWiA. OnoBeLleHre noab3osaTe-
neli MOXeT MPON3BOANTCA TPEMst METOAAMM: MO 31eKTPOHHOM noyTe, SMS 1AM roN0CoBbIM TeNepoHHbIM
ornoseLleHneMm.
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[Monb30BaTe/lb MOXET CaMOCTOATEIbHO HaCcTpoOUTb KakM MeToL40M N KaKow ypoBeHb CO6bITUIA OH 6y,qu
nonyyatb B npouecce paGOTbI 060pyAOBaHVIﬂ.

Aspoc 3naraposHOf nosT Houop uoSwnworo Tenadona Homop CMC Yposous cosuun

Snpamnenre yerporicreon
3

Cacrenne dynrm

Hacrpoitca cern 3

Vpasneuwe esorawn . N 3

Ynpasneime nomsosaTen S

PucyHok 4.30. YeedomneHus

Ta6nuua 4.51. Tabnuua nonyuateneii (a0 20)

Ne — 1-20

AZpec 31eKTPOHHOV NoYTbI Mone BBOAA E-mail

Homep MobunbHoro TenepoHa Mone BBOAA lonocoBble BbI30BbI

Homep CMC Mone BBOAA SMS

YpoBeHb cobbITHA BbinagatoLumii cnmcok Mopor 0-15
NPUMEYAHUE:

IJ SMS 1 ronocoBeble BbI30Bbl TPEbYOT Moy st 4G. KaxaoMy noay4daTtento MOXHO 3a4aTb CBOW
YPOBEHb 1 KOMBMHALMIO KaHaNoB.

4.4.27. YnpaBneHue nosib3oBatensamMmu
MyTb: CUCTeMHble HAaCTPOWKK > YnpaBneHne nosib3oBaTensiMm

BHUMAHUE

TO/bKO Y4ETHas 3anuncb «admin» MOXeT BOTW Ha CTpaHuLy [YnpaBieHue noab3oBaTensimu],
Apyrve aAMVIHICTPATOPbl He MOTYT BOTU Ha 3Ty CTPaHWLy. YUETHast 3anvcb aAMVHMCTpa-
Topa MOXeT 06aB/IsTb No/b30BaTeNei 1 YAaNsTk Nosb3oBaTeneil.
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Yopasneune ycrporcraon

Chcromsie by~ Necononne

aomin admin

PucyHok 4.31. lNoss30eamenu

Ta6bnuua 4.52. KHonka

+ [lo6aBnTb Co3patb Nosib3oBaTens

Ta6bnuua 4.53. Tabnuuya

Ne Yekb0KC Bei6op

MceBAOHUM [Mone BBOAA OTobpaxaemoe 1Ms
ViMa nonb3osatens MNMone BBOAA JlorvH

Homep MobunbHoro TenepoHa Mone BBOAA TenepoH

AZpec 31eKTPOHHOV MOYThI Mone BBOAA E-mail

PaspelueHve BbinagatoLnii cnmcok Admin / User

Ynpas Ccbinkm M3meHnTb / Yaanntb

Ta6nuua 4.54. YYéTHble 3anncuy rno ymosa4aHuio

admin 123456 AZMUHUCTPATOP (Heyaansaembili)

user 888888 [Monb3oBaTtens (TONLKO YTeHME)

«admin» — 370 y4éTHas 3anncb C BbICLLIMMW MpaBamu, KOTopas He MOXeT BbITb yAaneHa.

MPAMEYAHME:

LIIJ npn ,CI,OGaBJ'IeHl/II/I NoNb30BaTena M4 rNonb3oBaTtensd N Naposib 0653aTeNibHbI (MMSA MONb30BaTeNs:
MOXET COCTOSTb TOBKO 13 aHIINMACKNX 6yKB, 3HaKoB I'IOﬂHépKVIBaHVIﬂ 1 KATaCKNX Mepornmc])os).

Korga aAMUHUCTPAaTOopP «admin» nsmeHseT naposib APYyroro nonb3oBaTend, NoATBepPXAeHNe TeKkyLero
Nnaposid nonbL3oBaTensd He Tpe6yeTc9 — V3MeHeHMne NprMeHaeTcd HanpsaMyto.
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4.4.28. YnpaBneHue pacnmcaHuem
MyTb: CNCTeMHble HAaCTPOWKK > YnpaBneHue pacnucaHuem

Bpeun OGuexr ynpasnesnn [ — ve Yopas
Hacrpoiika ceTn

Ynpaeewne tpesorawn

Bpewn Oner ynpannernn Yeranounennoe suasere Yopan

MpoSyaere 1o cera

Bpeun O6uexr ynpasnesn [ — ve vopas
[Lm—

Bpewn Oner ynpasnennn R e— Yopas

Bpeun e —

Bpeun OGuexr ynpasnesnn

Bpewn O6nesr ynpannern Yeranoonennoe suasere Yopan

PucyHok 4.32. PacnucaHue

Ta6énuua 4.55. KHonka

+ [lo6aBuTb Co3aaTb NpaBuIo

Ta6bnuua 4.56. Ta6nuLbl NO AHAM
AHwn: Bek, MHg, BTp, Cpa, YTB, MTH, COT.

Bpems Bpewms cpabatbiBaHUs
O6beKT ynpasneHus KoMnoHeHT / pyHKLumA
YcTaHOB/IEHHOE 3HaYeHne Mapametp

Ynpas PepaktnposaTth / Yaanutb

4.4.29. BoiknoueHue VBN
MyTb: CncTeMHbIe HAaCcTPOIiKL = BbikatoueHne VBT
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Yenosun cpabateisanitn

Ocraoumicn 3088 Garapen ke

a » (0% -~ 100%)

BHINOMKMTE KoMaKAY

S ——r"

a [ P—
Bt [—— apons -
HosTe En 2
HosTIo ssi 2
PucyHok 4.33. BeiknroyeHue MBI
Ta6nuua 4.57. MepeksoyaTenu ycnosuii
3agepkka npu c6oe aneKkTponuTaHns Mepexntoyatens + none  BbikA. / Bka., N MUH.
OcTaBLUNACA 3apsaj 6aTapen Huxe Mepekntoyatens + none  Buikn. / Bkn., 0-100%

3agepxka otkaodeHva VBl nocne cepsepos  lMepektoyatens + none  Bbikia. / Bk, N MUH.

Ta6énuua 4.58. Ta6nuua XxocToB

HOST — HOST1...HOST10
[JomeH/IP Mone BBOAA AJpec cepsepa
Pexwm Bxoaa BbimagatoLmii cnmcok SSH (22) / Telnet (23)
Homep noprta Mone BBOAA 22/23

VM5 nonb3oBaTens Mone BBOAA YuéTtHasa 3anucbk OC
Maponb Mone BBOAA Maponb

KomaHza BbIkntoYeH s Mone BBOAA shutdown
YnpasneHve KHonka «TecT» Mposepka
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JaHHas GyHKUMA NpeaHa3HaveHa A1 ANCTaHLMOHHOIO BbikoYeHus (Shut Down) cepsepa (Harpyskm)
B C/ly4ae OTCyTCTBUS IN1eKTPOIHEPIUN B CETU B TeYeHVe onpeAeneHHOro BpeMeHn n/nunmn paspsaa 6a-
Tapeli MBI A0 ykazaHHOro MOPOroBOro 3Hau4eHus.

[insi paboTbl AaHHOW GyHKLMM cepBep AOKEH NoAAepKnBaTb yaaneHHoe BKAYeHe/oTKItoueHne.,
Takxe He06XOAMMO BKIOUMTL paspeLleHne Ha yaaneHHoe ynpasneHve B BIOS ycTpoiicTBa.

[Inst HACTPOVAKM yAANEeHHOrO BbIK/IIOUEHNSt cepBepa YCTaHOBUTE YC/10BYst CpabaTblBaHNS:

Brtounte yHKLMIO «3aAepkka Npu cboe 3neKTponuTaHns» 1 BbibepuTe Bpems, Yepes KoTopoe KapTa
acNET nogact cMrHan Ha BbIKNtOUeHMe cepBepa nin

+ BkntounTe GyHKLMIO «OCTaBLUNIACA 3apsay, 6aTapen HXe» 1 YCTaHOBUTE HVDKHUIA Nopor paspsja
6aTapei VBM, npn koTopoM kapTa acNET oTNpaBWT CUrHaA Ha BbIKIOYeHMe cepeepa

+ YcTaHoBuTE BpeMsA 3aepP>KKN OTKNHOHEHUA VMBI nocne OTNpPaBKU CrHasla Ha BblK/lo4eHWe cepBepa

+ NS NoAKNOYEHUSA YNPaBAsSEMOro cepBepa UM HeCKONbKNX CepBepPOB HEOBXOAVMMO 3aMOHUTL
COOTBETCTBYIOLLME NONSA:

HOST Aowmen/IP Pexum sxona Howmep nopra Vima nonbsosatens Napons KOMaHAa BbIKMOUeHNs Ynpas
HosT ssH 2 m
HosT2 ssH 2
[JlomeH/IP BeoauTca BpyyHyto  [loMmeHHoe nma uan IP agpec ynpasnsieMoro cepsepa
Pexwnm Bxoga SSH/OTHER SSH nnun Telnet

Homep nopta 22 nnn ceon 22 Mo yMON4YaHWIo U CBOV HOMep

VimMsa nonb3osatens BBoanTca BpyuHyto  ViMa nonb3osBaTtens

Maponb BBoauTcs BpyyHyto  laposb

- Windows : shutdown-s-t n
BBoguTCA Bpy4YHyto - Linux : shutdown -help
- MAC : sudo shutdown

KomaHgaa
BbIK/IFOYEHMA

Mocne BBeAEHUA JaHHbIX HaXMUTE KHOMKY «TeCT» A1A MPOBEPKM KOPPEKTHOCTUN NOAKIHOYEHNA.

Mocne ycnewwHoro noAkNoUYeHVst cepeepa NoATBEPANTE Ha CTPOKM KHOMKOW «[TpUMEHUTE»  BHU3Y
JKpaHa.

4.4.30. Npo6y>xxaeHne no cetn (Wake-on-LAN)
MyTb: CnCcTeMHble HacTpokn > MpobyxaeHne no cetn

®YyHKUMSA NPOBYXAEHVS NMpeAHa3HayveHa Ans ANCTaHLUMOHHOrO BkatoueHns (Wake Up) cepsepa (Harpysku)
nocsie BOCCTaHOB/IEHWs I1eKTPONUTaHNA B CETU N AOCTUXEHUA 3apsiAa 6aTapeii VIBM yctaHoBNEHHOrO
YPOBHSA.

[inst paboTbl faHHOW GyHKLMM CepBep AOKEH NoAAepXUBaTb yaaneHHoe BKIYeHe/oTKItoUeH e,
Takxe He06XOAMMO BKIOUUTE paspeLleHve Ha yaaneHHoe ynpasneHve B BIOS ycTpoiicTaa.

[ns noAkntoueHna ANCTaHLMOHHOMO ynpaBneHus K BelbpaHHOMyY cepBepy BBeauTe IP agpec n MAC
afpec ycTporicTBa, Noc/ie Yero oHoO byzeT HajeHo aBTOMaTNYeCKu.
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) 2060708154000 N sdmin

Yenosws cpabateisanua

Cucremse dyam P

Hacpoiia cern v a= [
Ynpasneie rpesorau
3apaa Gorapes o boccrawonew rutawn
[ — v . ——
BLiNONHATE KoMaKaYy
Rowent nAc

s Tecr

PucyHok 4.34. Wake-on-LAN

Ta6nuua 4.59. YcnoBus

3ajepKKa Npy BOCCTAHOBIEHNW MNTAHWSA Mepexntoyatens + nosne  Bbikn. / Bka., N MUH.

3apsag 6aTapeu nNpy BOCCTaHOBNEHNN Mepekntovatens + none  Bbikn. / Bkn., 0-100%

Ta6nuua 4.60. Ta6nuua xocToB (Ao 10)

Ne 1-10
JomeH/IP Azapec

MAC MAC-agpec
Ynpas KHonka «Tect»

MopsifoK BKIOYUEHWST GYHKLMN YAaNEHHOTO BKIKOUYEHUSs cepBepa:

+ BktoumTe GyHKLMIO «3aZep>Kka Npy BOCCTAHOBAEHUI NMUTaHVIsS» 1 BbibepuTe BPeMsi, Yepes KoTopoe
kapTa acNET nogact curHan Ha BKItOUeHue cepsepa Uam

+ Bkatounte GyHKLMIO «3apsg 6aTapeun npy BOCCTaHOBAEHUM MUTaHWsA» U BbibepuTe %% 3apssa
6aTapeii, npy kotopoMm kapTa acNET nogacT curHan Ha BK/IOUYeHVe cepBepa.

*  YkaxuTte gomeH unn IP agpec cepsepa
+  Ykaxute MAC agpec cepsepa
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*  Haxmure kHomky «TecT»
+ [ocne ycnewHOro NOAKYEHNA cepBepa NOATBEPANTE HAaCTPOVKM KHOMKOW «MpUMeHNTL»
BHW3Y 3KpaHa.
4.4.31. O6cny>xmBaHue
MyTb: CncTeMHble HacTpolikn > O6cnyxunBaHve

[aHHbIN pa3aen no3sonaet AOGaBI/ITb HanoMWHaHne 0 HeobXoANMOCTHU nposejeHunsa O6C!'Iy>Kl/IBaHI/Iﬂ
NnoAKNHYEeHHOro yCTpOVICTBa NN HECKONTbKNX yCTpOVICTB.

0708 154819 B sdmin

Vi nomsosarenn Tan yerporicraa Houep oSopynosamun Onucane Ara/Bpenn Yopan

PucyHok 4.35. ObcnyxnusaHue

+ [lo6aBUTb KHorka Co3paTtb 3anucb

Ta6nuua 4.61. Tabnmuya

ViMa nonb3oBatens KT0 BbINOMHAN

Twun ycTpoiicTea O6cnyx1Baemoe yCTpONCTBO
Homep obopyaoBaHus ID

OnwncaHne Mprmeyanns

[Jlata/Bpewms Koraa BbinonHeHo

Ynpas PepaktnposaTth / Yaanutb

4.5 | YpanéHHoe 3aBepLUeHMe paboTbl onepaLioHHON CMCTEMbI

4.5.1. MpuHUMN pa6oTbl

KapTta acNet nogsepxuvsaeT GyHKLMIO YAanEHHOro 3aBepLleHns paboTbl NOAKIYEHHBIX KOMMbLIOTEPOB
no npotokonam Telnet n SSH.

O6a npoTtokona paboTatoT nosepx TCP/IP 1 peluatoT 0AHY 3ajayy — nepejady KOMaHA Ha yAan€HHbIN
xocT. MpuHumMnuansHoe pasandne: Telnet nepesaéT gaHHbIe OTKPbITbIM TekcToM, SSH vcnonb3yeT
LWndpoBaHHbIA KaHan.
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PyHKUMSA yAaNEHHOro 3aBeplueHns paboTbl kapTel acNet aHanornyHa paboTte areHTa 3aBepLUeHNs
paboTbl (shutdown agent): Npu HacTynaeHUN aBapuinHOro cobbITUSA (NponagaHne ceTeBoro NUTaHus,
KpuTUYecknii paspsig batapeli) kapTa acNet nogkntouaeTcs K LieneBomy KoMmnbetotepy no Telnet v SSH
1 BbIMNONHAET KoMaHAy ‘shutdown’, koppekTHo 3aBepLuas paboty OC.

Ans pa6oTbl GYHKLMUN HEO6X0ANMO:

MPAMEYAHME:

HaunHasa ¢ Windows 10 cepsep Telnet ncknto4éH 13 coctaBa CUCTEMbl U 3aMeHEH
Ha OpenSSH. Ana Windows 10/11 cnegyeT ncrnonb3oBaTb SSH.

1. HactpouTb cepep Telnet nnn SSH Ha LieneBom KomnbtoTepe
2. HactpouTb napameTpbl NOAKNOYEHNS B Beb-nHTepdelice kapTbl acNet

O6e cTopoHbl — KapTa acNet 1 LiesieBoii KOMMbIOTeP — A0/KHbBI HAXOANTLCS B O4HO CeTU. [ NpoBepKu
paboTOCNOCOBHOCTY PEKOMEHZAYETCS NpejBapuTenbHO NMPOTeCTVPOBaTh BXOZ C APYroro KoMMbloTepa
€ noMoLLpto KiveHTa Telnet nav SSH v BbINONHWTL TeCTOBYtO KOMaHgy ‘shutdown'.

Tak kak komnaHust Microsoft yaanuna noaaepxky Telnet B Windows 10 1 Windows 11, To nogkntoueHune
Mo JaHHOMY MPOTOKO/Y paccMaTpmBaThCsA He byaeT. MoAKAYEHEM MO YMOAYAHUIO ABASETCS MOAK/IIO-
YeHue nNo NpoTokosy SSH.

4.5.2. Hactpoviku nogkntoveHus ana Windows 10 / Windows 11

4.5.3. Hactpoiika Windows 10 / Windows 11 (OpenSSH)
B Windows 10 n 11 cnyx6a Telnet oTkntodeHa — ncnonb3yiite OpenSSH.

fAo6aBneHue cepepa OpenSSH
1. HaxmuTe «yck» > «[apameTtpbl» > «CnucteMa» > «/1ononHUTENbHbIE KOMMOHEHTbI»

ICVICTeMa > [lononHuteNbHble KOMMOHEHTbI

B n WM aMeHNTE GyHKLIM

) Tnasran
| B Cucreva

D Xypwan RononHTeNLHLIX KoMMOHeHTOR NpocvoTpers xypHan
© Bluetooth n ycpoiicrea
@ Cer u VinTepher

Conyrersyioume napaveTpei

7/ Nepconanvzaums

8= /lpyrvie xomnomenTe Windows [
B8 Npunoxerna

YuetHble 3anucu

°
>

& Monyuws nomows
“® Bpewn u b

@ Vipu
K Creunanshsie sosmoxrocn
J  KoHduaeHuwmansHOCTb v 3aumTa

Uewtp obosnenwn Windows
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2. Haxmute «[pocMoTpeTb A0CTyrMHble GYHKLMN» 1 BBegMTe «OpenSSH» B cTpoke «HaliTn gocTyn-
HbIVi JONONHNTENbHbIA KOMIOHEHT»:

MpocMoTpeTh KOMMOHEHTLI MpocMOTpeTb KOMMOHEHTbI
MpocmoTpets aobaeneHHbIe GyHKUMH [MpoCMOTpeTE AOCTYNHbIE GYHKLMAK
TIoeTyroe Gy [lobannennbie KoMnonenTs!
HaifTi A0CTy eI 2GMIOHITENSHSIM KOMNOHEHT a Mowcx aoGaBner e KoMMOHENTOR a
Copruposats no: UMA 7
{3 Legacy Console Host ® v Habigeno komnonenos: 13
o 3 wmic as2ke ) v
€3 Microsoft WebDriver O v
. {3 Broxnor (cucrema) 7K () v
€3 SNMP-nporoxon O v
VikTerpupoBaHHan Cpeaa cueHapuen e
A B! e romnatl ke U v
€3 Gecnposoanoit aucruneit 0 v piicloess Powecshel
& Marioctus sosepersoro nratdopueuoro _— @3 Kamewr OpenSSH o~
Moayna (TPM) @)
a Mposrpusarens Windows Media (ycrapeswas .. o ~
A flonennurenshiie opedckie upudTel 0 v £epoel (pusoasug) -
- . {3 Pacnozmasamme nmu (Windows Hello) @ >
3akpumy Sacpee

3. Tlownck Bblgact KoMnoHeHT «Cepep OpenSSH» - BbIAeNTE ero rasioukor n HaxMuTe «1o06aBuTb»:

MpocMoTpeTh KOMMOHeHTbI
@ [loxawTect 3a8epuenns onepauuii Nepea 3akpLITHeM.
Henashve aeiicreus

&, Cepsep OpenssH Dobaenesme X

Mpocworpers aobaenentisie dykkunn

Bocryntsie dynkumn
ssh Y

HaligeHo komrowenTos: 38

{3 Legacy Console Host O v
{3 Microsoft WebDriver o v
&3 SNMP-nporoxon 0O~
{3 Becnposoaroii avcrneii 0 v
5 [warvocvka aosepenHoro nratdopwentoro A .

Ormena




PyKOBO,Cl'CTBO no skcnayatTaunn

MOY/\bC

WNCTOYHMKMN BECMEPEBOMHOIO MUTAHKA MOHUTOPUHT ogHOda3HbIX BT

HacTtpoiika 6paHamayspa

1. OTkpoiiTe MeHto «[yck» - «MapameTpbl» 2> «KoHUAEHUMANBLHOCTL 1 3aLmTa» > «besonac-
HocTb Windows» - «bpaHaMay3sp v 3almTa ceTu» > «PaspelnTb paboTy C NpUNoXeHnem
yepes bpaHaMay3p»:

) bpaHamay3p 1 6e30MacHoOCTb ceTnt

KTO 1 UTO MOXET MONYUUTb AOCTYN K BaLIMM CETAM. Y Bac NOABUANCL BONPOCHI?
® Texsuseckan nonzepxa
o CeTb JOMeHa
e BpaHAMay3p BIIOUEH. KTo 3aupaet vena?
YnpaeneHue nocTapLuMKamn
©
=) % YactHas ceTb
B oMok B yAyuLeHAN CayX6bl
o PaHAMay3p BIIOHEH. "BesonacHocts Windows"
Ocraguts or3si8
@
@ O6uweaoctynHas ceTb. (aKTUBHBIN)
% BpanaMaysp BKIoYeH Vamenerue napaueTpos
5 KOHOUAEHLMANHOCTA

TPOCMOTPHTE U U3MeHMTE

| PaspeluTL paboTy ¢ NPUROXeHMeM uepes Gparamaysp I e T
yCTpoiicTBa noa ynpaeeHmem

Windows 11 loMaturss.

‘CPeACTEO yCTpaHe A HenoAaAOK NOAKTIONEHIS K CeTH 1
Whtepriety

MapameTpe: koHpuAEHLMATLHOCT
MapameTpsl yeeaomexwii Gpanamayspa
Marens MoHuTOpWHra

JlononHuTe L e napaveTpbi KoHpuACHLMATEHOCT

ann SHavern o y 3aReneHme o KOHGUACHLANLHOCTI

2. Harigute B cnucke «OpenSSH Server» 1 npocTaBbTe rasoyku Ha Bce paspeLleHus:

PaspeleHiie obmeHa AaHHbLIMK C NPUIOXKEHUSMU B BpaHamMayspe 3amnTHIKa
Windows

Yr06bl A06aBKTH, VM yAAANTE NPUAOXKEHNA U NOPThI, LWeAKHKTe "WamenunTs
napameTpsl”,

4710 MOXET CNyuMTsCA, /M Pa3PeWTs QOMEH AaHHBIMM C MPUACKEHWEM? !’M3MEHH": napameTpbl

P: nporpammel 1 1!
Hassanve Yacthan  MMyBnuunan
Microsoft Whiteboard
inecraft Education
MSN Moroga |
[1Open)DK Platform binary [m]
[ OpenSSH Server
plusConnect_dsp
plusConnect_Main_App
plusConnect_pantaConn_Service
plusConnect_PhoneCast_App
Oppo_pantaConn_Service
OSecure Socket Tunneling Protocol a a
Skype a
Ceepervs... Yaanute
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PykoBoZCTBO Mo 3KcmnyaTaumm

MOY/\bC

WCTOYHWKM BECMEPEBOMHOMO MUTAHUSA MOHUTOPUHT ogHOda3HbIX BT

HacTtpoiika cny>c6 OpenSSH
1. OTkpoWiTe «YNpaBneHne KOMNbLIOTEPOM» U HakauTe ae cnybbl OpenSSH:

OpenSSH Authentication Agent OTktoYeHa Local System
OpenSSH SSH Server BpyuHyto Local System

HacTpoiika cny6
1. OTkpoWiTe MeHt0 «yck» > «YnpasneHne KOMNbTEPOM» > «CiTyK6bl 1 IPUNOKeEHUS» > «CyKObi»:

& Ynpasnenve xomnsiorepom = o X

e Bt Cipow

e @M bdc HM »enp

& ynpasnanne counworepon (o G —

N "}8’*’6““"”"“"1 H icati Uun ’ Onwcanme  Coctomswe  Tunzanyeca
> @ Mpocuorp cobum [ o QUEsGuis st B GE SEedn A fonomn_ ¥
> ] Obume nankn Agentto hold privatekeys usedfor okt Kesperky Servce 2124 Obecneune.. Bunomnerca  Astowatnec
> ® Npowssommensriocte || public key authentication. G Kaspersky Volume Shadow C... Kaspersky - Bpyunyo | QpenssiAuts, &,
A Nucneruep yerpoiicre 6, KtmRm A8 KOOPAMHATOPa . KOOPAMHM.. Bpyunyo (k- Donomu. ¥
v E2 3anowmnaiouwwme ycrpoiicrs| s Logi Options+ Bunonuaerch  AsTomaTavec.
Ynpasenvie gucxama & McpManagementService  Yrunoepcan.. Bpywnyio
v @ MessagingService 66460 Cryxa, o= Bpysnyio (ak-
9. Microsoft Edge Elevation Se. Mpenocras.. Bpyayio
& Microsoft Edge Update Servi.. Obecneswe.. AeTonarndec.
G Microsoft Edge Update Servi.. Obecnewe.. Bpyanyio (o
G NPSMSc_66db0 Buodicry. Bunomsercn  Bpyuyio
{8,04Connect Service BunoMMAeTcR  ASTOMATMUEC
€, Office 64 Source Engine saves instal.. Bpyunyo
Lionesyncsve 66db0 12 croxba. Benonuserch  Astouarauec
3 OpenSSH Authentication Ag... Agent to h.. Oremouena
5, OpensSH SSH Server S5H protoc.. Bpyunyio
T Op usRemoteservice DononAGTOn | ASTOMATAEC.
G, PoRdrService 66db0 Brnouiaer Bpyanyio (ak
G, Penservice 66cb0 Cyxa e Bpyanyio (@K
&, PimindexMaintenanceSve 6. Mraexcpy~ Bpysyo
8 Plug and Play Nossormer . Buromserc  Bpyuiyio
), PrintScanBrokerService Obecnewims... Bpyunyio
G, PrintWorkflowserSvc_66b0  Obecniesne.. BpyuHyio (B
€, Quality Windows Audio Vid..  Quality Wi Bpysyio
8 Realtek Bluetooth Device M. Bunomercn  Astovanuec
€. Shared PC Account Manager  Manages p. Orcmosena
€ SMP aHcxoBsx npoCTpaKcTE..  CryxGa ya. BpywHyio
K Cxonaaprss/

2. HariguTe ABe cnyxb6bl, BbleneHHble KPaCHOV pamKol, 3aiAnTe B UX CBOWCTBA U HacTporiTe
Ha aBTOMaTuyeckuii 3amnyck. Mocne 3Toro LeikHMTe NpaBoli KHOMKOW MbILLKI Ha Kax Ao ciyx6e
1 3anycTuTe ee BPyUHyHo:

&), Office 64 Source Engine Saves instal.. BpyuHyw NokansHan cuer-
£} OneSyncSve_66db0 I1a cryxba.  BwnonHmerca  Aeromatudec.  flokanbHan cuct.
15 OpenSSH Authentication Ag..] Agenttoh.. Benonwserca  Astomarvvec. [flokansHan cucr..
QODenSSH SSH Server SSH protoc.  BuinonwAerca  Aetomatvdec. [lokanbHan olcT.
£, OplusRemoteService OKANBHAA CHCT.
), PORdrService_66db0 Braouaer .. Bpy4Hyto (k.  [lokansHan crer—
x‘.:)L; PenService_66db0 Cayxba ne.. BpyuHyro (ak~  flokansHan cucr.

Ha 3Tom HacTporika SSH CepBepa 3akoHYeHa, JanbHelillne HaCTPONKN COeANHEHS NPOU3BOASATCA
B NaHen yrnpasneHua kapTbl acNET




PykoBoZCTBO Mo 3KcmnyaTaumm

VI Mny bc KapTa ceTeBoro MoH1UTOpUHra

4 acNet (SNMP)
VCTOYHWKW BECMEPEEONHOMO MUTAHUS MOHUTOPUHT ogHOba3HbIX VB

4.5.4. Hactpoiika Be6-uHTepdeiica kapTbl acNet

Mocne HacTpoiikm SSH Ha LieneBoM KoMmbtoTepe nepeliante B Be6-nHTepdeiic kapTbl acNet Ans KOH-
dnrypripoBaHus napameTpoB YAANEHHOTO 3aBepLUeHUs PaboTbl.

B dopme HacTporikn ykaxuTe:
+ IP-agpec — IP-agpec yjanéHHOro KOMMnbloTepa;

+  Pexxum Bxoga — Telnet nnu SSH (B 3aBUCUMOCTU OT HAaCTPOEHHOW CyX6bl Ha LieNeBOM KOM-
netotepe);

+ TopT — ocTaBbTe 3HaYeHMe Mo YMOAYaHWIO, eCn NOpPT He n3meHsincs (23 ansa Telnet, 22 ans SSH);

*  WmsaA nonb3osaTtens un MNaponb — yyéTHble AaHHble A1 BXxoga B Lenesyto OC (He MoryT 6bITb
nycrbimMu).

HaxwmuTe Submit ana coxpaHeHus, 3aTemM UCNoNb3yliTe KHOMKy Test 415 npoBepKu.
KomaHga 3aBepLieHust paboTtbl Anst Windows: “shutdown -s -t n°, rae n — 3agepxka B cekyHzaax.
NMPNMEYAHMWE:

LIIJ Ecav 'n < 60°, KOMMbLIOTEP MOKAXeT YBEAOMEHNE «3aBepLUeHre paboTbl Yepes 1 MUHYTY»,
HO aKTMUecKoe BbIKIKUEHME MPON30IAET Yepes ‘N’ cekyHA,. Mocne HaxaTus Test AoXAnTeCh
aBTOMaTUECKOro 0GHOB/IEHVIS CTPAHWLbI — 3TO MOATBEPX/AAET YCrELLHY0 0TMPaBKy KOMaHAbI.
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PykoBoZCTBO Mo 3KcmnyaTaumm

VI Mny bc :gﬂ: (cSeNTE/IBF?)ro MOHUTOPUHra

WCTOYHWKM BECMEPEBOMHOMO MUTAHUSA MOHUTOPUHT ogHOda3HbIX BT

5/ 06 3TOM yCTpoWnCTBE
e0000

5.1 | O nporpamme

[0 nporpamme] oTobpaxaeT naeHTUPNKATOP CUCTEMBI, CEPUIiHBIV HOMEP MPOoAyKTa 1 BEPCUIO NMPo-
rpamMMHoro obecneyeHus kapTel acNet.

O Hac
MaeHTndukatop cnctemsl: A01239400013
CepuiiHbI Homep:

Bepcwus: 1040.5.200.1.01.01

MPUMEYAHUE

LII_J CBezeHus, NprBeAeHHble B JaHHOM PYKOBOACTBE, MOTYT 6bITh M3MeHeHbl 6e3 npesisapu-
TE/IbHOTO OMOBELLEHNS.

3a gononHuTeNnbHOW nH$popmaLmeii o6pallaiiTecs:

000 «CucreMoTexHmKa»

125239, r. Mocksa, yn. Kontesckasi, 73c1
+7 (495) 256-13-76

www.impuls.energy

NHdopmaLma 06 agpecax, TenedpoHax CepBUCHBIX LLIeHTPOB, OCYLLECTBASIOLLNX rapaHTUAHYHO 1 NoCTra-
paHTUIAHYIO NoAAepPXKy 1 peMoHT MBI MMMY/IbC pa3mellieHa no agpecy:

https://impuls.energy/podderzhka/servisnye-tsentry




e-mail: info@impuls.energy
web: www.impuls.energy




